PERTH AND KINROSS COUNCIL

Strategic Policy and Resources Committee — 3 December 2014
Scrutiny Committee — 3 December 2014

CORPORATE RISK MANAGEMENT STRATEGY 2015 - 2016
& ANNUAL RISK REPORT 2013 - 2014

Report by Depute Director (Environment)

ABSTRACT
This report presents the Council’s Corporate Risk Management Strategy
2015 - 2016 and Annual Risk Report 2013 - 2014.
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1.2

2.1

2.2

BACKGROUND

The Corporate Risk Management Strategy aims to integrate risk management
within the Council’s wider strategic improvement framework. The corporate
risk management objectives continue to reflect the Council’s priorities in terms
of partnership working, outcomes focus, embedding risk management at a
service level and developing stronger links between performance and risk
management. These corporate risk management objectives are:

e Corporate and partner risk management processes support delivery of
positive outcomes for Perth and Kinross;

e Risk management is further embedded in all Council Services;

e Strong links continue to be developed between performance and risk
management; and

e Effective risk management processes that support transformational
change and continuous improvement are strengthened.

The Corporate Risk Management Strategy includes an update on progress
over the last year against these objectives and identifies key areas of
improvement for 2015 - 2016. Combining the Corporate Risk Strategy with
the Annual Risk Report provides elected members and officers with a high
level overview of risk management at a corporate and service level, both in
terms of progress made and priorities for the future.

PROGRESS UPDATE 2013 - 2014

During 2013 - 2014, we continued to make progress towards the Council’s
Risk Management Objectives and against the areas for improvement agreed
last year. The corporate guidance on producing Service Risk Profiles has
been revised and the Corporate Performance, Planning and Risk Group has
introduced an annual peer review process. We have also continued to work
with Services to support them in the identification of risks through the
Council’'s self-evaluation model ‘How Good is Our Council?’.

Services have continued to receive support to ensure a consistent approach
to risk management is applied to all projects within the Councils’ Corporate
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3.1

4.1

5.1

5.2

5.3

Transformation Programme and Capital Programme. To support this, the
capital monitoring process has been re-developed to ensure that a consistent
format is used across all Services for combined financial and risk monitoring.

AREAS FOR IMPROVEMENT 2015 - 2016

The Council’s Project Management Toolkit, including sections on risk
management and options appraisal, has been identified as an area for
improvement. The toolkit is being reviewed to provide a single point of
reference for all project managers delivering the Transformation Programme,
Capital Programme and Best Value Reviews. This will be complete by April
2015.

CORPORATE RISKS 2015 - 2016

The Corporate Risk Management Strategy has been reviewed by the
Executive Officer Team and Service Management Teams to ensure that the
corporate risks associated with delivery of our five strategic objectives are
identified and controlled effectively. It is proposed that the Corporate Risks
2015 - 2016 are:

i)
1))
iii)
iv)
v)
Vi)
Vii)
viii)
iX)
X)

Support the most vulnerable in our society during welfare reform

Protect adults at risk

Protect vulnerable children and families

Effectively manage changing financial circumstances

Deliver the Council’s capital programme

Maintain security of information and prevent public sector fraud and corruption
Health and safety

Effective corporate governance

Growing the economy

Policy and legislative reform agenda

CHANGED CORPORATE RISKS

It is proposed that the corporate risk ‘Implementation of the Perth City plan’ is
widened in scope and the risk now relates to ‘Growing the economy’ and
continues to be monitored corporately as part of the Corporate Risk
Management Strategy.

It is proposed that corporate risk ‘Plan for demographic change (including
planning for housing growth)’ is incorporated into the following risk: ‘Growing
the economy’ and continues to be monitored corporately as part of the
Corporate Risk Management Strategy.

It is proposed that the corporate risk ‘Prevention of public sector fraud and
corruption’ is widened in scope to include cyber security and the risk now
relates to ‘Maintain security of information and prevent public sector fraud and
corruption’ and continues to be monitored corporately as part of the Corporate
Risk Management Strategy.
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6

6.1

6.2

6.3

7.1

7.2

7.3

NEW CORPORATE RISKS

It is proposed that one new risk is monitored at a corporate level as part of the
Corporate Risk Management Strategy 2015 - 2016:

)] Policy and legislative reform agenda — The Chief Executive’s
Service

The Scottish Government has embarked upon a programme of public
service reform to ensure the public, third sector and private
organisations work more effectively in partnership with communities
and with each other. The Council responds to changes in policy and
legislation to design and deliver excellent public services which meet
the needs of local people.

Appendix 1 to the attached Corporate Risk Management Strategy contains
the Council’s full Corporate Risk Profile 2015 - 2016. This includes a
description of each corporate risk along with the controls and improvement
actions in place to manage these.

Each Service has its own Service Risk Profile which includes the corporate
level risks that the Service is responsible for, as well as any additional key
risks for the Service. Appendix 2 provides details of the risks which have
been managed by Services during 2013 - 2014, highlighting any deleted,
changed or new risks for 2015 - 2016. A colour coding system has been
applied to illustrate the impact of the service risk before and after controls are
in place.

CONCLUSION AND RECOMMENDATIONS

Progress continues to be made in developing and embedding risk
management in the business planning and management processes of the
Council. All Services can demonstrate their awareness of the risks they must
manage and the effectiveness of the controls they have put in place to do so.
This report integrates the Council’s Corporate Risk Management Strategy and
Corporate Risk Profile with the Annual Risk Report to streamline the risk
management framework and focus on continuous improvement.

Elected members have a key role in managing risks, as well as the scrutiny of
Services in mitigating these. As such, as part of the review of the member
development programme, consideration is being given to using the corporate
risks as a basis for future development sessions.

It is recommended that the Strategic Policy and Resources Committee:
i) approves the Corporate Risk Management Strategy 2015 - 2016

& Annual Risk Report 2013 - 2014; and
i) approves the Corporate Risk Profile 2015 - 2016 at Appendix 1.
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7.4  Itis recommended that the Scrutiny Committee:

i) scrutinises and comments as appropriate on the performance of Services in
managing the Service Risks at Appendix 2.

Authors
Name Designation Contact Details
Louisa Dott Acting Team Leader lidott@pkc.gov.uk
(Strategic Planning, Ext 75070
Improvement & Risk)
Approved
Name Designation Date
Barbara Renton Depute Director 24 November 2014
(Environment)

If you or someone you know would like a copy of
this document in another language or format,
(on occasion only, a summary of the document
will be provided in translation). this can be arranaed

by contacting ~ Committee@pke.gov.uk

B84  Council Text Phone Number 01738 442573
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1.2

2.1

2.2

3.1

ANNEX
IMPLICATIONS, ASSESSMENTS, CONSULTATION AND
COMMUNICATION

Strategic Implications Yes / None

Community Plan / Single Outcome Agreement Y

Corporate Plan Y

Resource Implications

Financial

Workforce

Z 2|2

Asset Management (land, property, IST)

Assessments

Equality Impact Assessment

Strategic Environmental Assessment

Sustainability (community, economic, environmental)

Legal and Governance

Z|1Z21Z2|<|<

Risk

Consultation

Internal

Z|<

External

Communication

Communications Plan N

Strategic Implications

Community Plan / Single Outcome Agreement
This report supports the delivery of the strategic objectives outlined within
the Community Plan/ SOA 2013-23.

Corporate Plan
This report supports the delivery of the strategic objectives outlined within
the Corporate Plan 2013-18.

Assessments

Equality Impact Assessment
This report was considered under the Corporate Equality Assessment
Framework and assessed as not relevant.

Strategic Environmental Assessment
This report was considered under the Environmental Assessment
(Scotland) Act and assessed as not relevant.

Consultation
The Executive Officer Team, Service Management Teams and the

Corporate Performance, Planning and Risk Group have been consulted
in the preparation of this report.
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4. Background Papers
The background papers referred to within the report are:

Report 13/555  Corporate Risk Management Strategy 2013/14 &
Annual Risk Report 2012/13
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INTRODUCTION

By Barbara Renton, Depute Director (The Environment Service)

Perth and Kinross Council has a vision for our area, our communities and our
people. Our vision is of a confident and ambitious Perth and Kinross, to which
everyone can contribute and in which all can share.

The Council faces ongoing challenges in the delivery of this vision, arising from
the economic downturn and public service reform. This will potentially increase
the range and levels of risk that requires to be managed. The Council has a
track record of being dynamic, innovative and ambitious and therefore will
continue to rise to the challenges ahead. It also has a culture of proactively
managing risks and uncertainties to reduce the likelihood and/or impact of
negative consequences. Further development of the Council’s approach to risk
will be crucial if it is to gain the greatest possible benefits from any changes that
need to be made while delivering its ambition and commitment to best value and
sustainability.

This report sets out our risk management objectives and provides an update on
the progress towards the objectives and against the areas for improvement
agreed last year. It also details the Council’s key corporate risks along with the
controls and improvement actions which are in place to mitigate these. Finally, it
provides an update on the management of service level risks.
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1 RISK MANAGEMENT AT PKC

1.1  Strategic planning

1.1.1 Risk Management is the process of identifying risks, evaluating their
potential consequences and determining the most effective way to control
or respond to them. It is a continuous and developing process, supporting
the delivery of the Council’s priorities and local outcomes. The aim of risk
management is to deliver strong strategic, operational and financial
management which will support delivery of Council and Community
Planning Partnership outcomes and objectives. This is by reducing the
occurrence of risk events and minimising the severity of any
consequences should they happen.

1.1.2 Risk management enables the Council to deliver services more effectively
and efficiently. It ensures the Council is proactive to risk by anticipating
what could go wrong and putting plans in place to respond if the worst-
case scenario occurs.

1.1.3 The Council’s corporate risk management framework is directly linked to
the Council’s key strategic plans. At a corporate level, the Council has in
place a Corporate Risk Management Strategy which sets out the Council’s
objectives to deliver an effective and systematic approach to risk
management that supports the delivery of the Perth and Kinross
Community Plan/ Single Outcome Agreement 2013-23 and the Council’s
Corporate Plan 2013-18.

1.1.4 Underpinning the Corporate Risk Management Strategy, each Service has
its own Service Risk Profile which includes the corporate level risks that
the Service is responsible for, as well as any additional key risks for the
Service. The Service Risk Profiles support the delivery of Service
Business Management and Improvement Plans by identifying controls and
improvement actions to mitigate key risks associated with the delivery of
service objectives.

1.2  Our Risk Management Objectives

i) Corporate and partner risk management processes support delivery
of positive outcomes for Perth and Kinross;
i)  Risk management is further embedded in all Council Services;
iii)  Strong links continue to be developed between performance and risk
management; and
iv)  Effective risk management processes that support transformational
change and continuous improvement are strengthened.
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1.3

13.1

1.3.2

133

Roles and Responsibilities

It is the role of the Strategic Policy and Resources Committee to approve
the Corporate Risk Management Strategy & Annual Risk Report. The
Scrutiny Committee’s role is to scrutinise and comment on the
performance of Services in managing the Corporate and Service Risks.

The Executive Officer Team has overall responsibility for the Council’s risk
management framework and corporate level risks. Maintaining a rolling
programme for reviewing Corporate Risks ensures that all Corporate Risks
are reported on a six monthly basis through the monthly performance and
risk reports. In addition, the Chief Executive also conducts monthly
meetings with each Executive Director. The Executive Officer Team
receives an Annual Report on the progress of implementing this Strategy.
The Depute Chief Executive (Education and Children’s Services) is the
Executive Sponsor for Risk Management and the Depute Executive
Director (Environment) is the Senior Responsible Officer.

The Senior Management Team in each service has responsibility for
ensuring risk management is part of the day-to-day management systems
within their Service. This includes active development and monitoring of
their Service risk profile along with any Corporate Risks that they have
responsibility for and reporting on the progress of mitigating the risk by
implementing controls.
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2 PROGRESS UPDATE 2013 - 2014

2.1 During 2013 - 2014, we continued to make progress towards the Council’s
risk management objectives and against the areas for improvement
agreed last year. These were to revise the corporate guidance on
producing Service Risk Profiles to ensure consistency in format and
approach across all Council Services; and to continue to work with
Services to support them in the identification of risks through the Council’s
self-evaluation model ‘How Good is Our Council?’ and by facilitating risk
workshops, if required.

2.2  The Corporate Risk Profile Guidance has been revised to ensure that all
service risk profiles are in a consistent format and are in line with the
Corporate Risk Management Strategy. The Corporate Performance,
Planning and Risk Group has introduced an annual peer review exercise
to support and provide quality assurance to the development process.

2.3  Services continue to utilise How Good is Our Council? (HGIOC) as a key
tool for identifying Service Risks. The self-evaluation process supports
Services to reflect on key strengths and areas for improvement, which
provides the ideal opportunity to consider the key risks associated with
delivery of service business. Outwith the HGIOC process, Services also
hold risk sessions at a senior management team level to review and
update business risks. Support in terms of facilitating risk workshops and
providing training continues to be given to Services as required, to help
improve their understanding and tolerance to risk taking using risk
management techniques.

2.4  Risk management is an important component of the Council’s project
management methodology and is key to the successful delivery of the
Corporate Transformation Programme, Capital Programme and Best
Value Reviews. For major change projects or areas of significant risk for
the Council, dedicated risk management support is provided. For
example, support is provided to the Perth Office Programme; Early Years
and Ryder Cup projects to identify key risk factors and make appropriate
recommendations for measures to be put in place to mitigate these.

2.5 The capital monitoring process has been re-developed to ensure that a
consistent format is used across all Services for combined financial and
risk monitoring. The new process has strengthened the approach with all
capital projects reported monthly to Service Management Teams (SMT)
and the Corporate Resources Group (CRG) to ensure that any areas of
risk are identified and highlighted for action. These are also monitored on
a six weekly basis by the Strategic Investment Group (SIG). This also
improves the approach with financial data reconciled by Service finance
teams.
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2.6

2.7

2.7.1

Following the launch of the community plan/SOA 2013-23, the Council has
worked with Community Planning Partners to implement a revised
governance and accountability framework which includes the
establishment of four new Outcome Delivery Groups: over the last year
the groups have developed outcome delivery plans which take forward the
high level outcomes within the Community Plan/SOA 2013-23 by
identifying key actions and timescales. One of the priorities for the ODGs
over the coming 12 months will be to develop performance and risk
monitoring arrangements to ensure the successful delivery of these plans.

Key areas for improvement 2015 - 2016
The Council’s Project Management Toolkit is being reviewed to provide a
single point of reference for all project managers delivering the

Transformation Programme, Capital Programme and Best Value Reviews.
This will be complete by April 2015.
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APPENDIX 3 IMPACT SCALE

We measure risk in terms of the impact it would have if it does materialise and the probability of it actually occurring.
The following scale includes exemplars of impact and has been used to rate the risks detailed in Appendix 1 and 2.
We measure risk in terms of the impact it would have if it does materialise and the probability of it actually occurring.

health & safety

time & near miss

lost

absence

stress resulting in
hospitalization

Category/ Insignificant Minor Moderate Major Critical
Descriptor
Operational Service delivery Some disruption to Disruption to a Shutdown of Shutdown of a
delivery affected but not specific service number of service specific service number of service
disrupted areas area/ disruption to a | areas
number of service
areas
Strategic Slight, temporary Slight, temporary Significant deviance | Significant deviance | Strategic direction
Direction deviance from one deviance from from one area of from several areas totally
area of strategic several areas of strategic direction of strategic direction | compromised/
direction strategic direction unrecoverable
Council Loss of less than Loss of more than Loss of more than Loss of more than Loss of more than
Financial 15% of monthly 15% of monthly 5% of monthly 10% of monthly 15% of monthly
Impact budget or £ budget or £ budget or £100k budget or £500k budget or £1m
Legal Sued for small Court action — not Prolonged court Court action Protracted high
amount of money prolonged action/tribunal impeding delivery of | profile legal
Council objective proceedings
Governance Individual internal Number of internal Loss of confidence Loss of confidence External body
control not effective | controls not in internal controls by Council or required to
effective requires senior external audit intervene in
officer intervention bodies/suspension governance of
of Council officers Council
Reputation Minor adverse Significant adverse | Significant adverse | Sustained adverse Chief Executive
publicity in local publicity in local publicity in national | publicity in national | and/or Elected
media media media media Board and Member
Member resignation/
dissatisfaction removal
Workplace Incident — no lost Less than 3 days More than 3 days Serious injury/ Fatality (not natural

causes)

damage to asset;
no effect on service
or community
provision

asset not critical to
service or
community
provision

asset not critical to
service or
community
provision

asset critical to
service or
community
provision

Health No detrimental Health issues will Health issues will Long-term or acute | Fatalities
impact on health of | require treatment at | require treatment in | health issues
individuals community level hospital
Security No notifiable or Localised incident. Localised incident. Significant incident Extreme incident
reportable incident No effect on Significant effect on | involving multiple seriously affecting
operations operations. locations continuity of
operations.
Social & No lasting Short-term Short-term Long-term Extensive
Environmental detrimental detrimental detrimental detrimental detrimental long
Factors environmental or environmental or environmental or environmental or term impact on the
social impact social impact to social impact to social impact to environment and
localised area/ wider community/ wider community/ community
small group areal/groups areal/groups
Assets Low level loss or Short-term loss of Long-term loss of Short-term loss of Total long-term loss

of asset critical to
service or
community
provision

Other services/
organisations

Service delivery by
other services
/organisations
affected but not
interrupted

Some interruption
to specific services
provided by other
services
/organisations

Disruption to a
number of service
areas provided by
other services
/organisations

Shutdown of
specific service
areas provided by
other services
/organisations

Shutdown of a
number of service
areas provided by
other services
/organisations

Local economy

Low level economic
decline/ rise in
unemployment

Significant
economic decline
affecting under 25%
of businesses/rise
in unemployment
across limited no. of
areas of P&K

Significant
economic decline
affecting between
25% and 50% of
businesses/rise in
unemployment
across P&K

Significant
economic decline in
more than 50% of
businesses/rise in
unemployment
across many areas
of P&K

Economic decline
and unemployment
is significant across
all of Perth and
Kinross
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