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Introduction

In March 2014 we reviewed the controls around the Integra finance system interfaces. Our review focused on
two significant interfaces with the general ledger, specifically the residential care payments files produced by
the Swift system and the payroll payments files produced by the ResourceLink system.

Background

The Council uses Integra as its main finance system, which comprises of a number of modules including
purchase ledger, sales ledger and general ledger. This is the main source for financial reporting within the
Council.

There are a number of other systems throughout the Council through which financial information is recorded.
These include systems such as ResourceLink (Payroll), SWIFT (social work foster care and residential care
payments) and PECOS (eProcurement).

All of the systems interface with Integra to ensure that all income and expenditure is recorded in a central
source.

It is essential that there are effective controls over system interfaces to maintain the integrity and accuracy of
data.

Scope

The review assessed the adequacy of the control environment for interfaces with the Integra system. This
included system access controls at application and database level, data validation and monitoring as well as
control over design of new/existing interfaces.

The feeder systems considered within the scope of this audit were SWIFT and ResourceLink.

The control objectives for this audit, along with our assessment of the controls in place to meet each objective,
are set out in the Summary of Findings.

Acknowledgements
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Summary of findings

The table below summarises our assessment of the adequacy and effectiveness of the controls in place to
meet each of the objectives agreed for this audit. Further details, along with any improvement actions, are set
out in the Management Action Plan.

No | Control Objective : Control . Action plan ratings

: objective
: assessment

: There are effective controls within Integra ~ : . i i i
1 i andsample feeder systems for the creation i ~ YELLOW | P2
i and import of interface files. : ' : : :

Access at database level for in-scope

2 applications is adequate to prevent 1
i manipulation of data
i There are effective controls in place to
3 ensure secure data transmission and 1 1 1

storage of interface files.

: There are appropriate controls in place to : : : : : :
4 i ensure that there is adequate validation of = : YELLOW P
: data input to Integra : : : g : :

i There are effective monitoring controls in ~ : : E : :
5 | place to confirm the success or failure of i YELLOW i Pl

interfaces

There are effective controls over creation

RN E N A mANELE RS ER R AT ERES

6 . . :  GREEN |
of or changes to interfaces with Integra 3

i All changes to interfaces are subject to

7 appropriate testing before becoming GREEN
i operational E ]

b 1

Perth and Kinross Council Integra Interfaces
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Assessment : Definition

BLACK Fundamental absence or failure of key control procedures - immediate action required.
=D The control procedures in place are not effective - inadequate management of key risks.

YELLOW No major weaknesses in control but scope for improvement.

- Adequate and effective controls which are operating satisfactorily.

scott-moncrieff.com Perth and Kinross Council Integra Interfaces
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Conclusion

Our review has identified that there is scope for improvement in the controls over Integra interfaces. Our audit
did identify some areas of good practice in relation to the process for upload of files as well as the review of
rejected items/taking corrective actions. We also noted that there were formal control processes in place for
changes to applications.

The main areas where improvements are required relate to the creation and transmission of files and
assurance over access controls at database level. The current processes and security measures in place for
the creation and transmission of files do not provide assurance in relation to the integrity of the data being
imported to Integra. In addition, there is a need to improve the controls in place over direct access to SQL and
Oracle databases. We noted that, in the main, shared generic or default accounts are used by IT and
respective suppliers to undertake database administration for Oracle databases of the in-scope applications.
This means that it is not possible to attribute access and actions to a named individual. For SQL databases, we
noted that direct access is provided to all domain administrators. This includes the Desktop team and there did
not appear to be a clear business case for them to have such access. In addition, auditing is not sufficiently well
configured to ensure that all access and actions are recorded.

We have provided a summary of the most significant issues arising from our audit in the Main Findings section
below.

Main Findings

e There is a need to ensure development and maintenance of detailed procedural documentation as it relates
to the creation, transmission and import of interface data files. This should provide step-by-step guidance on
each of the key processes.

e Improved controls are required over direct, powerful access to Oracle and SQL databases as well as the
auditing and monitoring of access. We noted that shared generic and default accounts were in active use
meaning that it is not possible to attribute access to a named individual.

e A number of issues were identified in relation to the storage and transmission of interface data files. Files
are not secured or encrypted at any point from their creation to import. Files are not stored securely and
could be amended as they are saved in network folders in clear text format. In addition, files are not always
transmitted in a secure manner with email being used in some cases.

Further details of the points noted above, as well as a number of less significant issues are included in the
Management Action Plan.

Perth and Kinross Council Integra Interfaces
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