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PERTH AND KINROSS COUNCIL
AUDIT COMMITTEE
1 FEBRUARY 2017

AUDIT COMMITTEE

Minute of meeting of the Audit Committee held in the Council Chambers, 2 High
Street, Perth on Wednesday 1 February 2017 at 2.00pm.

Present: Councillors D Cuthbert, B Vaughan, H Anderson, K Baird, J Giacopazzi,
W Wilson and A Younger.

In Attendance: J Clark, L Gowans, C Irons, M Morrison, L Simpson, E Sturgeon,
J Symon and G Taylor (all Corporate and Democratic Services); J Cockburn and
R Hill (both Education and Children’s Services); H Hope (Environment Service) and
F Low (Housing and Community Care).

Also in Attendance: A Shaw, KPMG, External Auditors.

Councillor Cuthbert, Convener, Presiding.

68. WELCOME AND APOLOGIES/SUBSTITUTIONS

The Convener welcomed everyone to the meeting. There were no apologies.

69. DECLARATIONS OF INTEREST

There were no Declarations of Interest made in terms of the Councillors’ Code
of Conduct.

70. MINUTE

The minute of meeting of the Audit Committee of 23 November 2016 (Arts.
810 –814) was submitted and approved as a correct record and authorised for
signature.

71. INTERNAL AUDIT FOLLOW-UP

There was submitted a report by the Chief Internal Auditor (17/52), presenting
the Committee with a current summary of Internal Audit’s follow up work.

G Taylor advised that there would be a report to the last meeting of the
current Council before the Local Government Elections on 4 May 2017 on the future
political decision-making structure, the Scheme of Administration and the Standing
Orders, with a further report to an early meeting of the new Council in June 2017.

Councillor B Vaughan advised that whilst there would not be a report on the
performance of the Council’s 3 Arms Length External Organisations (ALEOs) to the
Scrutiny Committee on 8 February 2017, representatives from each ALEO had been
invited to the meeting as part of the Council’s assurance process.

3
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PERTH AND KINROSS COUNCIL
AUDIT COMMITTEE
1 FEBRUARY 2017

72. INTERNAL AUDIT UPDATE

There was submitted a report by the Chief Internal Auditor (17/53) presenting
a summary of Internal Audit’s work against the 2016/17 Annual Plan together with a
summary of the outcome of consultancy assignments and additional work
undertaken by Internal Audit, where appropriate.

J Clark also advised that while it was still anticipated that all work would be
completed by the end of the financial year, it might be that all reports would not be
ready for submission to the next Committee on 22 March 2017.

Resolved:
(i) The progress with work on the Internal Audit Plan for 2016/17 be noted.
(ii) The outcomes from consultancy work completed since the last Audit

Committee on 23 November 2016 be noted.
(iii) The outcomes from additional work, as detailed in Report 17/53, be noted.

The Committee considered the following final reports:-

(i) Education and Children’s Services

(a) 16-17 – Pupil Support

There was submitted a report by the Chief Internal Auditor
(17/55), on an audit to ensure that there were adequate
arrangements in place regarding the deployment of Additional
Support Needs (ASN) staffing resources to early years
establishments and schools.

Resolved:
Internal Audit’s findings, as detailed in Report 17/55, be noted.

(b) 16-11 – Management of the Relationship with
Horsecross Arts Ltd

There was submitted a report by the Chief Internal Auditor
(17/56) on an audit to ensure that the relationship with
Horsecross Arts Ltd was managed effectively.

Councillor B Vaughan referred to Action Point 1 in relation to
Key Person Dependency, and noted that this had also been
identified as an action point in an audit report to the previous
meeting of the Committee and this was an area that might need
to be monitored across Perth and Kinross Council.

L Simpson confirmed she would address the issue of Key
Person Dependency and that there would be a revised Service
Level Agreement from 1 April 2017.
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PERTH AND KINROSS COUNCIL
AUDIT COMMITTEE
1 FEBRUARY 2017

In response to a question from Councillor B Vaughan regarding
the applicability of the Action Points in relation to the other
ALEOs, L Simpson also advised that questions could be put to
the ALEO representatives at the Scrutiny Committees in
February and April 2017.

Resolved:
Internal Audit’s findings, as detailed in Report 17/56, be noted.

(ii) Corporate

(a ) 16-01 – Debt Recovery and Write-Off

There was submitted a report by the Chief Internal Auditor
(17/54) on an audit to ensure (1) the consistency and adequacy
of the approach across Services in relation to the recovery and
write-off of debt and (2) the adequacy of the debt write-off
process.

It relation to Action Point 2 – Non Declared Interest it was noted
that the requirements in relation to the Declarations of Interests
would form part of the induction process for all elected members
following the Local Government Elections on 4 May 2017.

Resolved:
Internal Audit’s findings, as detailed in Report 17/54, be noted.

(iii) The Environment Service

(a) 16-20 – LEADER

There was submitted a report by the Chief Internal Auditor
(17/57) on a consultancy assignment on LEADER, a
programme funded by the European Union aimed at increasing
support to local, rural community and business networks to build
knowledge and skills and encourage innovation and
co-operation in order to tackle local development objectives.

It was noted that as the Scottish Government had carried out a
monitoring visit on projects and administration in June 2016,
this assignment was amended from an audit to consultancy
work to avoid duplication of work carried out and to reflect the
fact that there had been a delay in the programme
implementation date.

It was also noted that although some processes and Local
Action Group documents had not been completed as outlined
within the original business plan, the Accountable Body was
currently reviewing the Business Plan and the Local
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PERTH AND KINROSS COUNCIL
AUDIT COMMITTEE
1 FEBRUARY 2017

Development Strategy and would be seeking to have these
finalised and approved once all guidance had been received
from the Scottish Government.

J Clark advised that the completion dates for the Action points
had been set taking account of the fact that a new LEADER
Co-ordinator had taken up post at the beginning of January
2017 and of the dates of the Local Action Group meetings.

Resolved:
Internal Audit’s findings, as detailed in Report 17/57, be noted.

73. CONSULTANCY ASSIGNMENTS

There was submitted and noted a report by the Chief Internal Auditor (17/58)
presenting a summary of Internal Audit’s approach to consultancy assignments.

Councillor B Vaughan stated the report made the position very clear and this
could be referred to in the future if there were any concerns about the role of internal
audit in their area of work.

~~~~~~~~

Page 8 of 100



PERTH AND KINROSS COUNCIL

Audit Committee

22 March 2017

INTERNAL AUDIT FOLLOW UP

Report by Chief Internal Auditor

PURPOSE OF REPORT
This report presents a current summary of Internal Audit’s ‘follow up’ work.

1. BACKGROUND AND MAIN ISSUES

1.1 The Public Sector Internal Audit Standards (PSIAS) require the Chief Internal
Auditor to establish a follow-up process to monitor and ensure that
management actions have been effectively implemented. To assist the Audit
Committee, the appendices to this report provide information on those actions
that have not been implemented in accordance with the original agreed
timetable, or where there is insufficient information on the current situation.
Some dates have been revised and agreed with Services in recognition of the
need for more time to complete the actions.

1.2 Appendix A presents a summary of the number of actions arising from internal
and external audit reports.

 Table 1 shows the total number of agreed actions which Internal Audit
will be following up even where the originally agreed completion dates
have not yet been reached; the total number of actions is 90.

 Table 2 shows the number of agreed actions that have been reported as
incomplete as at their original agreed completion date. These total 25, of
which 14 had a completion date of November and December 2016 and
are therefore detailed in the following Appendices B to E.

 A further 11 actions not completed by their original date have been
allocated revised dates for completion after 31 December 2016 and
progress will be reported on these at a future Committee.

 The number of agreed actions which have yet to be followed up as the
date for completion is after 31 December 2016 is 65.

1.3 In both tables, the actions are grouped by Service and reported by
‘importance’ of the agreed actions. The importance of each action is
documented in the original Internal Audit reports considered by the Audit
Committee. Reported importance ratings range from ‘critical’, where there are
significant financial, reputation, legal, performance, or safety issues, to ‘low’,
where the risks are lower but there may be opportunities for improving
processes and procedures. Reports produced by Audit Scotland do not
explicitly state the importance of each individual action and are therefore
included in the tables as ‘not rated’.

4
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1.4 Appendices B to E present detailed follow-up information in respect of actions
agreed for completion in the period of November and December 2016. The
appendices also record service management’s explanations of the status of
each action point and internal audit comments where relevant.

1.5 The Audit Committee has requested information regarding any action with a
‘critical’ or ‘high’ risk rating which has not been completed on its originally
agreed date. Table two highlights eight such instances of ‘high’ risk actions.
Six of these actions relate to actions arising for Services from the Information
Sharing audit and appear on Appendices C to E. The further two actions
relate to The Environment Service’s Fuel Management audit and also appear
on Appendix E.

2. PROPOSALS

2.1 It is recommended that the Committee seeks assurance that there are clear
and achievable action plans for completing the agreed actions noted above.

3. CONCLUSION AND RECOMMENDATIONS

3.1 The Audit Committee is asked to consider the most appropriate action to be
taken to progress the agreed Action Plans.

3.2 It is recommended that the Audit Committee:

(i) Note the current position in respect of the agreed actions arising from
internal and external work; and

(ii) Consider the most appropriate action to be taken to progress the agreed
action plans, taking into account the recorded audit opinions.

Author
Name Designation Contact Details
Jackie Clark Chief Internal Auditor CHXFinance@pkc.gov.uk
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ANNEX

1. IMPLICATIONS, ASSESSMENTS, CONSULTATION AND
COMMUNICATION

Strategic Implications Yes / None
Community Plan / Single Outcome Agreement None
Corporate Plan Yes
Resource Implications
Financial None
Workforce None
Asset Management (land, property, IST) None
Assessments
Equality Impact Assessment Yes
Strategic Environmental Assessment None
Sustainability (community, economic, environmental) None
Legal and Governance None
Risk Yes
Consultation
Internal Yes
External None
Communication
Communications Plan None

1. Strategic Implications

1.1 Corporate Plan

1.1.1 The Council’s Corporate Plan 2013 – 2018 lays out five outcome focussed
strategic objectives which provide clear strategic direction, inform decisions at
a corporate and service level and shape resources allocation. They are as
follows:

(i) Giving every child the best start in life;
(ii) Developing educated, responsible and informed citizens;
(iii) Promoting a prosperous, inclusive and sustainable economy;
(iv) Supporting people to lead independent, healthy and active lives; and
(v) Creating a safe and sustainable place for future generations.

1.1.2 This report relates to all of these objectives.

2. Assessments

2.1 Equality Impact Assessment

2.1.1 Under the Equality Act 2010, the Council is required to eliminate
discrimination, advance equality of opportunity, and foster good relations
between equality groups. Carrying out Equality Impact Assessments for plans
and policies allows the Council to demonstrate that it is meeting these duties.
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2.1.2 The information contained within this report has been considered under the
Corporate Equalities Impact Assessment process (EqIA) and has been
assessed as not relevant for the purposes of EqIA.

2.2 Risk

2.2.1 There is a risk to the strength of the control environment if the agreed action
plans are not carried out in a timely manner.

3. Consultation

3.1 Internal

3.1.1 The Chief Executive and all Directors have been consulted in the preparation
of this report.

2. BACKGROUND PAPERS

No background papers, as defined by Section 50D of the Local Government
(Scotland) Act 1973 (other than any containing confidential or exempt
information) were relied on to any material extent in preparing the above
report.

3. APPENDICES

Appendix A - Summary of Agreed Actions

Appendix B - Audit Follow-Up Corporate & Democratic Services

Appendix C - Audit Follow-Up Education & Children’s Services

Appendix D – Audit Follow Up Housing & Community Care

Appendix E - Audit Follow-Up The Environment Service
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Summary of Agreed Actions

Table 1: All Agreed Actions for Follow-Up as at 31 December 2016 (figures in brackets
reported in February 2017). This table includes actions not yet due for completion.

Service Importance

Critical High Medium Low Not
Rated

Total

Corporate &
Democratic Services

0 (0) 0 (0) 15 (24) 15 (19) 2 (3) 32 (46)

Education & Children’s
Services

0 (0) 4 (4) 4 (5) 8 (9) 0 (0) 16 (18)

Housing & Community
Care

0 (0) 5 (12) 8 (13) 9 (6) 0 (0) 22 (31)

The Environment
Service

0 (0) 6 (6) 12 (17) 2 (2) 0 (0) 20 (25)

All Services 0 (0) 15 (22) 39 (59) 34 (36) 2 (3) 90 (120)

Table 2: All Actions Reported as Incomplete on their Original Agreed Date

Service Importance

Critical High Medium Low Not
Rated

Total

Corporate &
Democratic Services

0 (0) 0 (0) 4 (3) 3 (2) 2 (2) 9 (7)

Education & Children’s
Services

0 (0) 2 (0) 2 (2) 0 (0) 0 (0) 4 (2)

Housing & Community
Care

0 (0) 2 (2) 3 (2) 0 (0) 0 (0) 5 (4)

The Environment
Service

0 (0) 4 (2) 3 (4) 0 (0) 0 (0) 7 (6)

All Services 0 (0) 8 (4) 12 (11) 3 (2) 2 (2) 25 (19)

Actions with a completion date of November and December 2016 which have
not been completed and therefore included on Appendices B to E

14

Those actions where the agreed date is not November and December 2016
which have been previously reported to Audit Committee

11
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Audit Follow-up
Corporate & Democratic Services
(Reporting for All dates on or before: December 2016)

Action Plan Dates Status/Explanation

12-24 - Purchasing Controls
Action Point : 2 - Changes to
the Council’s Contract Rules
Importance: Medium

Audit Committee Date: March
2013

The contract rules will be
presented to a future meeting
of the Strategic Policy &
resources Committee. In
addition, the approval
mechanism for non- strategic
policies and minor changes
will be clarified.

(L Simpson, Head of Legal &
Governance Services)

Sep 2013
Nov 2013
Sep 2013
Oct 2014
Jun 2015
Nov 2015
Dec 2016
Apr 2017

A report is due to be presented to the
Strategic Policy & Resources
Committee in April 2017 which will
include reference to the Contract
Rules.

Internal Audit Opinion: Accepted

16-03 - Sales Ledger
Action Point : 15 - Late Billing
– Housing Repairs
Importance: Medium

Audit Committee Date:
November 2016

The wording of letters to be
sent to liable owners, at the
time rechargeable capital
works are notified, is to be
agreed between the Housing
Repairs and Improvement
Service and the Finance
Division. This will ensure
evidence of liability is
obtained and provide
information on ways to reduce
debt.

(E Sturgeon, Chief Exchequer
Officer)

Dec 2016
Mar 2017

The Chief Exchequer Officer
continues to work with Housing to
ensure that this action is progressed.

Internal Audit Opinion: Satisfactory
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Audit Scotland 11 - Annual Audit Report 2014/15
Action Point : 2 - Decision-Making Structure
Importance: N/A

Audit Committee Date: September 2015

The Council’s decision-making arrangements are
kept under review to ensure that it reflects changes
required by new legislation etc. – a review of the
entire decision-making structure will be undertaken in
preparation for the local government elections in May
2017.

(G Taylor, Head of Democratic Services)

Nov
2016
Apr
2017

This review is due
for completion in
advance of the
elections in May.

Internal Audit
Opinion: Satisfactory
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Audit Follow-up
Education & Children’s Services
(Reporting for All dates on or before: December 2016)

Action Plan Dates Status/Explanation

16-05 - Information Sharing
Action Point : 7 - Information
Sharing Management
Importance: High

Audit Committee Date:
September 2016

Finalised/signed Data Sharing
protocols held by Services will
be identified and submitted to
the Information Compliance
Manager to ensure appropriate
data management across the
Council, and to inform the
production of the corporate Data
Sharing Register which will
include review arrangements for
each protocol.

(S Devlin, Director)

Dec 2016
May 2017

The Service states that progress
is being made with this action
however it is taking longer than
anticipated. The Service has
taken the opportunity to review
these protocols and to ensure
that they are signed by both the
Council and the party with whom
information is shared.

Internal Audit Opinion:
Satisfactory

16-05 - Information Sharing
Action Point : 12 - Review of
Data Sharing Protocols
Importance: High

Audit Committee Date:
September 2016

All Data Sharing Protocols held
by the Service will be reviewed
in line with the requirements of
each protocol and good practice.
Reviewed protocols will be
notified to the Information
Compliance Manager to inform
the production of the Data
Sharing Register.

(P Davison, Corporate Research
and Information Manager)

Dec 2016
May 2017

The Service states that progress
is being made with this action
however it is taking longer than
anticipated. The Service has
taken the opportunity to review
these protocols and to ensure
that they are signed by both the
Council and the party with whom
information is shared.

Internal Audit Opinion:
Satisfactory
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Internal Audit Follow-up
Housing & Community Care
(Reporting for All dates on or before : December 2016)

Action Plan Dates Status/Explanation

15-07 - Reablement
Action Point : 11 - Training &
Qualifications
Importance: Low

Audit Committee Date: June
2015

Training needs to be completed
in line with schedule

(V Riddell, Team Leader)

Dec 2016
Sep 2017

The Service states that whilst
some members of staff have the
required qualifications, for those
with outstanding training needs,
Access/Reablement are
dependent on the capacity of
Learning and Development team
to provide the necessary
training. It is suggested that this
situation is reviewed in
September 2017 to ensure that
the Service will meet statutory
qualification requirements.

Internal Audit Opinion:
Satisfactory

16-05 - Information Sharing
Action Point : 4. - Information
Sharing Management
Importance: High

Audit Committee Date:
September 2016

Finalised/signed Data Sharing
protocols held by Services will
be identified and submitted to
the Information Compliance
Manager to ensure appropriate
data management across the
Council, and to inform the
production of the corporate Data
Sharing Register which will
include review arrangements for
each protocol

(B Atkinson, Acting Executive
Director (Housing and
Community Safety )

Dec 2016
Apr 2017

The Service states that it is
actively seeking details of
existing Information Sharing
Protocols to ensure the accuracy
of the Data Sharing Register.

Internal Audit Opinion:
Satisfactory
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16-05 - Information Sharing
Action Point : 5. - Review of Data Sharing
Protocols
Importance: High

Audit Committee Date: September 2016

All Data Sharing Protocols held by the
Service will be reviewed in line with the
requirements of each protocol and good
practice. Reviewed protocols will be notified
to the Information Compliance Manager to
inform the production of the Data Sharing
Register.

(A Taylor, Head of Corporate Revenues and
IT)

Dec
2016
Apr
2017

The Service states that
internal processes will be
documented to ensure that
details of all such Protocols
are recorded, including the
frequency of review.

Internal Audit Opinion:
Satisfactory
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Audit Follow-up
The Environment Service
(Reporting for All dates on or before: December 2016)

Action Plan Dates Status/Explanation

13-05 - Roads Management
Inspection & Maintenance
Action Point : 9 - Roads
Inspection Policy and Manual
Importance: Medium

Audit Committee Date:
September 2013

The Roads Inspection Manual
will thereafter be reviewed and
updated to reflect the Strategy
and the Roads Maintenance
Partnership with Tayside
Contracts.

(S D'All, Deputy Roads
Maintenance Partnership
Manager)

Mar 2014
Dec 2014
Dec 2015
Nov 2016
Sep 2017

The new national code of
practice was issued in October
2016 (1 year later than
expected) and the Society of
Chief Officers for Transportation
in Scotland (SCOTS) draft
template was provided in
November 2016. The PKC
manual was subsequently
revised with a view to being
presented to Committee.
However, following the receipt of
further guidance regarding the
risk elements of the plan earlier
this year and comments from
insurers and solicitors, there is a
requirement to reconsider some
elements of the Plan.

Internal Audit Opinion:
Accepted

15-13 - School Transport
Contracts
Action Point : 1 - Internal
Procedures
Importance: Medium

Audit Committee Date: March
2016

The Public Transport Unit will
review existing procedures,
updating as appropriate to
reflect current processes. The
review will also consider
implementing enhanced
procedures in respect of contract
management and contractor
default in performance.

(A Warrington, Public Transport
Manager)

Dec 2016
April 2018

In consultation with Corporate
Procurement it has been
decided that the PTU will utilise
a totally new procurement
methodology for forthcoming
tendering activity, which will take
place over the next 12 months.
This will result in the creation of
a Dynamic Purchasing
System(s) through Public
Contracts Scotland Tender.

As a result, our tendering
procedures will need to be
completely reviewed and
rewritten where necessary to
reflect this change, hence the
revised date.

Internal Audit Opinion:
Accepted
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16-05 - Information Sharing
Action Point : 8 - Information Sharing
Management
Importance: High

Audit Committee Date: September 2016

Finalised/signed Data Sharing protocols
held by Services will be identified and
submitted to the Information Compliance
Manager to ensure appropriate data
management across the Council, and to
inform the production of the corporate
Data Sharing Register which will include
review arrangements for each protocol.

(B Renton, Director)

Dec
2016
May
2017

The Service discussed data
sharing at TES Management
Team and is working with the
Information Compliance Officer.

Internal Audit Opinion:
Accepted

16-05 - Information Sharing
Action Point : 11 - Review of Data Sharing
Protocols
Importance: High

Audit Committee Date: September 2016

All Data Sharing Protocols held by the
Service will be reviewed in line with the
requirements of each protocol and good
practice. Reviewed protocols will be
notified to the Information Compliance
Manager to inform the production of the
Data Sharing Register.

(S MacKenzie, Head of Performance &
Resources)

Dec
2016
May
2017

The Service discussed data
sharing at TES Management
Team and is working with the
Information Compliance Officer.

Internal Audit Opinion:
Accepted

16-15 - Fuel Management
Action Point : 7 - Fuel Card Contract
Importance: High

Audit Committee Date: June 2016

The FMS will investigate fuel usage and
spend patterns on fuel cards across the
Council. Using this information, the
Service will review the potential suppliers
from the National Category A shortlist and
document the decision making process for
the award of the direct call-off contract.
This decision will ensure that all aspects

Aug
2016
Dec
2016
Apr
2017

The Service has advised the
analysis is complete and a
strategy has been agreed and
authorised. Contact has been
made with the preferred
supplier and it is anticipated that
the contract will be formalised
by April 2017.

Internal Audit Opinion:
Accepted
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of the contract will be taken into
consideration and ensure that the Council
achieves best value. The Service will then
sign a contract with the chosen supplier.

(B Morton, Fleet Manager)

16-15 - Fuel Management
Action Point : 8 - Fuel Card Contract
Importance: High

Audit Committee Date: June 2016

The FMS will liaise with the Procurement
Manager to ensure that the Contracts
Register is updated for all contracts held.

(B Morton, Fleet Manager)

Aug
2016
Dec
2016
Apr
2017

As per the above, it is
anticipated that the contract will
be formalised by April 2017.

Internal Audit Opinion:
Accepted
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PERTH AND KINROSS COUNCIL

Audit Committee

22 March 2017

INTERNAL AUDIT UPDATE

Report by the Chief Internal Auditor

PURPOSE OF REPORT
This report presents a summary of Internal Audit’s work against the 2016/17 annual
plan. It also summarises the outcome of consultancy assignments and additional
work undertaken by Internal Audit, where appropriate.

1. BACKGROUND / MAIN ISSUES

1.1 The Public Sector Internal Audit Standards (PSIAS) require that the Chief
Internal Auditor reports periodically to the Audit Committee on internal audit
activity and on performance relative to the approved plan.

1.2 Work has continued on assignments included within the Internal Audit Plan for
2016/17. In addition, preparations are underway for the 2017/18 Internal Audit
Plan.

1.3 Since April 2016, Internal Audit has also been involved with nine areas of
unplanned activity. Of these assignments, one remains outstanding and eight
have been concluded without any further action required. Internal Audit’s
unplanned workload is within the resources allocated as part of the Internal
Audit Planning process and there are currently no implications from this
additional work on the completion of the Internal Audit Plan for 2016/17.
However, this work has an impact on the ability to complete work in
accordance with the original schedule. The Audit Committee will be informed if
there is any change to this situation.

1.4 Internal Audit has completed work connected with the certification of the Bus
Service Operators Grant, assignment 16-29. As there are no control issues
arising from this, no report will be provided.

1.5 Internal Audit has continued to work with colleagues from NHS Tayside to
support the Audit and Performance Committee of the Integrated Joint Board.

1.6 Appendix A details those assignments where work has been completed since
the last report to the Audit Committee. Where appropriate, Internal Audit
Reports for these assignments will be presented to the Audit Committee.

1.7 Appendix B shows a summary of each audit previously approved as part of
the 2016/17 plan, along with the stage of progress for each assignment. The
indicative date for the Audit Committee to consider the report is recorded. The
achievement of these scheduled dates is dependent upon the level of
unplanned investigation work and engagement with Services.

5
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1.8 Appendix C details areas of work which are in addition to the approved
Internal Audit Plan for 2016/17 arising from either Service requests for
assistance or from investigatory work.

2. OUTCOMES FROM CONSULTANCY WORK

2.1 Within Appendix A there are a number of assignments which were identified
as ‘consultancy’ within the Internal Audit Plan (report 16/156 refers). Following
approval from the Audit Committee in June 2016 of a revised reporting
process for consultancy assignments (report 16/306 refers), this report
provides a summary of the completed work with regard to such assignments,
where appropriate.

2.2 The indicative scope of the 16-12 Procurement assignment was to ensure that
arrangements are in place to secure value for money through procurement
activity. The Council has undertaken extensive work through the Procurement
& Commercial Improvement Programme (PCIP) assessment process. Internal
Audit has verified that there is an improvement plan to address the outcomes
of this process, which includes value for money elements, and this addresses
the areas highlighted by the PCIP for improvement. The actions have
completion dates over a number of years and future Internal Audits will review
progress with the implementation of the action plan.

2.3 The indicative scope of the 16-32 Child’s Plan assignment was to provide
assurance over the arrangements in place for the implementation of the
Childs Plan in line with requirements arising from the Children and Young
People (Scotland) Act 2014. This work is to be undertaken in two strands in
the current year and in 2017/18. The work completed in 2016/17 has laid the
foundations for future work and Internal Audit will be working with the Service
to develop robust arrangements with newly appointed officers.

2.4 The indicative scope of the 16-34 assignment was to provide a resource to
support the review of the governance arrangements for Tayside Contracts.
This review is continuing into 2017/18 and an allocation of resources is
considered as part of the 207/18 Internal Audit Plan.

2.5 The indicative scope of the 16-35 Transformation assignment was to provide
consultancy resources to support the transformation agenda. Internal Audit
has maintained an overview of the overall progress within the year and a
separate report on Transformation is due to be considered at the next meeting
of the Audit Committee.

2.6 The indicative scope of the 16-36 Corporate Governance review was to
provide a resource to support continued review of governance arrangements.
Internal Audit has worked closely with the Head of Legal and Governance
Services in providing support and challenge through the Annual Governance
Statement process and also supported the review of corporate risk
management. There will be a continued role for Internal Audit in these and
other governance areas and the Internal Audit Plan 2017/18 reflects this.
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2.7 The indicative scope of the 16-38 Housing Technology Improvement Plan
(HTIP) assignment was to provide advice, support and guidance through the
HTIP project. The outcomes from this review will assist the Service in aligning
more closely with the aims and objectives of the corporate IT framework.

3. OUTCOMES FROM ADDITIONAL WORK

3.1 As a result of three separate whistleblowing incidents (assignments 16-45, 16-
47 and 16-48), investigations have taken place within Services. From these
investigations, there have been no specific areas of concern which have
highlighted deficiencies in the control environment. Therefore no further
Internal Audit action will be undertaken in these areas.

3.2 The outcomes from all unplanned work are taken into account when
considering the Internal Audit universe, from which future Internal Audit plans
are derived.

4. INTERNAL AUDIT PLAN 2017/18

4.1 Internal Audit undertakes an annual review of the risks to the Council
achieving its objectives prior to agreeing an Internal Audit Plan for the year.
The Internal Audit Plan for 2017/18 is currently being considered.

4.2 The Strategic Policy and Resources Committee recently considered a report
on Risk Management (report 17/63 refers). The Council’s framework for
managing risk is being developed and embedded throughout all Services. As
such, there is an opportunity to prioritise Internal Audit’s work in line with
these developments.

4.3 In addition, the arrangements for establishing the Council’s Annual
Governance Statement have changed over the year and continue to develop.
The outcomes from this process for 2017/18 may identify areas where Internal
Audit should focus resources in order to ensure that an appropriate level of
assurance can be sought.

4.4 In order to allow time for further consideration of an initial 6 month plan for
2017/18, which will allow for further consultation arising from the above risk
and governance processes, it is proposed to bring a fuller plan to a future
meeting of the Audit Committee. A plan covering the remainder of the financial
year 2017/18 will be submitted to a future meeting of the Audit Committee.

4.5 From the analysis already undertaken, assignments have been identified
which Internal Audit will undertake initially during 2017/18. Those assignments
which will be the priority for commencement during April 2017 are included in
Appendix D.
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5. CONCLUSION AND RECOMMENDATIONS

5.1 This report presents a summary of Internal Audit’s work against the 2016/17
annual plan, along with the outcomes from consultancy and additional work
undertaken by Internal Audit. It is currently anticipated that the 2016/17
Internal Audit Plan will be completed within the year.

5.2 It is recommended that the Committee:
5.2.1 notes the progress of work against the plan for 2016/17;
5.2.2 notes the outcomes from consultancy work completed since the last

Audit Committee;
5.2.3 notes the outcomes from additional work; and
5.2.4 approves the proposed work plan for Internal Audit until a fuller plan is

available for consideration at a future meeting.

Author(s)
Name Designation Contact Details

Jackie Clark Chief Internal Auditor CHXFinance@pkc.gov.uk
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ANNEX

1. IMPLICATIONS, ASSESSMENTS, CONSULTATION AND
COMMUNICATION

Strategic Implications Yes / None
Community Plan / Single Outcome Agreement None
Strategic Plan Yes
Resource Implications
Financial None
Workforce None
Asset Management (land, property, IST) None
Assessments
Equality Impact Assessment Yes
Strategic Environmental Assessment None
Sustainability (community, economic, environmental) None
Legal and Governance None
Risk Yes
Consultation
Internal Yes
External None
Communication
Communications Plan None

1. Strategic Implications

1.1 Corporate Plan

1.1.1 The Council’s Corporate Plan 2013 – 2018 lays out five outcome focussed
strategic objectives which provide clear strategic direction, inform decisions at
a corporate and service level and shape resources allocation. They are as
follows:

(i) Giving every child the best start in life;
(ii) Developing educated, responsible and informed citizens;
(iii) Promoting a prosperous, inclusive and sustainable economy;
(iv) Supporting people to lead independent, healthy and active lives; and
(v) Creating a safe and sustainable place for future generations.

1.1.2 This report relates to all of these objectives.

2. Assessments

2.1 Equality Impact Assessment

2.1.1 Under the Equality Act 2010, the Council is required to eliminate
discrimination, advance equality of opportunity, and foster good relations
between equality groups. Carrying out Equality Impact Assessments for plans
and policies allows the Council to demonstrate that it is meeting these duties.
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2.1.2 The information contained within this report has been considered under the
Corporate Equalities Impact Assessment process (EqIA) and has been
assessed as not relevant for the purposes of EqIA.

2.2 Risk

2.2.1 The risks are associated with the level of assurance provided on the control
environment in the event that Internal Audit’s planned work is not completed
on time.

3. Consultation

3.1 Internal

3.1.1 The Chief Executive and Head of Finance have been consulted in the
preparation of this report.

2. BACKGROUND PAPERS

No background papers, as defined by Section 50D of the Local Government
(Scotland) Act 1973 (other than any containing confidential or exempt
information) were relied on to any material extent in preparing the above
report.

3. APPENDICES

Appendix A – Audit Activity Completed Since The Last Report To Audit
Committee

Appendix B – Progress With Assignments Approved In The Internal Audit Plan
for 2016/17

Appendix C – Progress With Assignments Not Included In The Internal Audit
Plan for 2016/17

Appendix D – Initial Work Programme for Internal Audit in 2017/18
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INTERNAL AUDIT UPDATE

Audit Activity Completed Since The Last Report To Audit Committee

Audit No. Audit Title Service

16-12 Procurement* Corporate

16-13 Performance & Capacity
Management

Corporate & Democratic
Services

16-18 Housing Rents Housing & Community Care

16-19 Rent Arrears Housing & Community Care

16-29 Bus Service Operators Grant
April-September 2016*

The Environment Service

16-32 Childs Plan* Education & Children’s
Services

16-34 Tayside Contracts* The Environment Service

16-35 Transformation* The Environment Service

16-36 Corporate Governance* Corporate & Democratic
Services

16-38 Housing Technology
Improvement Plan*

Housing & Community Safety

16-45 Whistleblowing* The Environment Service

16-47 Whistleblowing* The Environment Service

16-48 Whistleblowing* The Environment Service

* No report required for this assignment (see sections 2 and 3 of this report)
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Internal Audit Report

Internal Audit

“Internal Audit is an independent, objective assurance and consulting activity
designed to add value and improve an organisation’s operations. It helps an
organisation accomplish its objectives by bringing a systematic, disciplined approach
to evaluate and improve the effectiveness of risk management, control and
governance processes”. Public Sector Internal Auditing Standards (PSIAS)

On 27th March 2013, the Council’s Audit Committee approved the PSIAS as the
relevant standard for its Internal Audit activity.

Background and Introduction

This assignment forms part of the audit plan for 2016/17, which was approved by the
Audit Committee on 30 March 2016. Audit testing was carried out in February 2017.
The Council has approved a capital budget of £1,400,000 and a revenue budget for
supplies and services of £1,307,797 for IT infrastructure for 2016/2017. The Service
has a current capacity storage area network (SAN) of 130TB, with over 750 physical
and virtual servers across the corporate and schools estate; 71% of the environment
is virtualised.

Scope and Limitations

This audit focussed on the high level controls in place for the management of
Information and Communication Technology (ICT) infrastructure capacity and
performance to support the Council’s front line services delivery and enhance
engagement with people in Perth and Kinross Council area.

The scope of the review included live observation of the IT helpdesk system and
processes for managing calls. A walk-through of the calls process was also
undertaken to demonstrate the controls in place and a sample of calls logged by
users during 2016-17 was provided as requested.

Live observation of Solarwinds, used to monitor the Council’s wide area network, was
also undertaken for a sample morning in February 2017. Mapping in a sample node
(Kinross) showing the status of network objects, was evidenced in real time.
Summary detail of the network and reporting of nodes by performance (top 10 nodes
by average CPU load and average response times) were viewed as well as the top
10 application response times. IT Services’ response procedures to alerts and events
were described to illustrate processes for managing these.

Evidence of performance reporting of ICT over sample periods was provided for the
review. Internal reporting by IT Service areas and also external independent
reporting on performance by the IT Service was provided. These included Society of
Information Technology Management (SOCITM) Surveys on User satisfaction and
perceptions and also key metrics in the current financial year.

Key officers interviewed included the Corporate IT Manager and IT Service Manager
(Operations), with additional information provided by the Communications and
Network Team Leader and the Team Leader, IT Technical Support.

The audit did not review in depth the network and server infrastructure; desktop
provision; the configuration management database (CMDB); the capacity database
(CDB) and software and licensing. Areas previously reviewed in other recent audits
were not included in the scope, for example IT service continuity management.
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Control Objectives and Opinions

This section describes the purpose of the audit and summarises the results. A
‘control objective’ is a management objective that requires the maintenance of
adequate and effective internal controls to ensure that it is achieved. Each control
objective has been given a rating describing, on the basis of the audit work done, the
actual strength of the internal controls found to be in place. Areas of good or poor
practice are described where appropriate. Definition of adequate in the following
control objectives is ‘fit for purpose’ or ‘best fit’.

Control Objective 1: To ensure that framework and processes are in place for
managing core ICT assets for the Council’s requirements.

Audit Comments:

There is a framework in place to manage ICT infrastructure and resource,
evidenced within the IT teams of PKC IT Services; these are -

- Web, GIS & Integration

- Server Infrastructure

- IT Technical Support

- Communications & Network

- Business Applications Support

- Customer and Business Services

- Capital Projects Team

Evidence of processes in place for managing core ICT assets was provided,
including:

Weekly time resources were allocated against required services for each IT team.
This was evidenced in sample Operations Team schedules, workloads and weekly
diaries.

IT Services utilises products for managing capacity and performance tasks, for
example, Solarwinds for the management of the Council network. An observation
of this was carried out and relevant evidence was provided.

Processing helpdesk calls and incidents

As part of the review, an observation was made of the Help Desk product for
managing IT calls. A sample walk through of a new call was provided to evidence
the general process. In addition, a sample of live calls to IT Services was provided
with detail of how these were managed by the team of technicians. It was reported
that most of the IT technicians worked remotely in the field with their workload area
rotated across different PKC areas to maximise awareness of work areas and call
types. Each call is logged and categorised by priority level which has an expected
response time or SLA for resolution which was satisfactory.

ICT Asset management

Sample evidence was provided of processes for managing the ICT Asset inventory
and refurbishment of IT assets at two sample school sites (Methven and Cleish
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Primaries). This confirmed the responsibilities for managing assets and included
detailed computer replacement reports.

Strength of Internal Controls: Strong

Control Objective 2: To ensure that performance and technology capacity
management planning exists and is working adequately.

Audit Comments:

Good practice areas were found with regard to the performance and technology
capacity management.

Management planning was found in place as follows:

In compliance with standard Council procedures and budgeting processes,
planning processes included scrutiny and approval. The draft ICT Infrastructure
Business Case high level summary included a breakdown of the main areas of
expenditure over the 8 year programme to 2022/23 with a rolling programme of
works for infrastructure improvement. This was put forward to the Corporate
Resources Group (CRG). The Business Case was scrutinised by the Service
Senior Management Team, then the CRG for scoring and scrutiny by the EOT. The
final ICT Infrastructure budget was submitted for approval to the Strategic Policy
and Resources Committee in June 2016. This included a review of the complete
ICT programme dated June 2015. The Plan for the Council’s core ICT capital
infrastructure focused on four general areas:

• Network Infrastructure

• Server Infrastructure

• Desktop Provision

• ICT Software and licensing

ICT infrastructure improvement was planned to be achieved through a rolling
programme of works to respond to changing organisational priorities, technologies
and business needs.

The Council’s budget and recent revenue and capital monitoring reports to the
Strategic Policy and Resources Committee confirm that the IT Service is following
targets set in the plan. These are publicly available in PKC committee papers on
the website.

In addition, the Strategic Policy and Resources Committee approved a new Digital
Strategy and associated Digital Strategy Development Plan in 30 November 2016
which identifies the Council’s strategic digital approach for the next four years to
2020. Within this Plan are high level actions which include the IT Service
developing and using ICT over the next four years to help the Council deliver
strategic ambitions.

Strength of Internal Controls: Strong
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Control Objective 3: To ensure that performance and technology capacity reporting
and assessment is carried out for the Council’s core IT assets.

Audit Comments:

Good practice was found for reporting and assessment.

Reporting within IT Services

IT Services Operations Teams report weekly on priorities and planned work for the
coming week and infrastructure changes for next two weeks. Reporting and
monitoring of virtual desktops was evidenced by reports on average login times.

Monthly performance reporting is carried out for internal use, comparing overall
service level to targets. This was evidenced in sample reporting provided for
January 2017. This included the number of calls logged and responses against the
targets, for example for no incidents more than a month old and no changes older
than 3 months. Call types and First Contact Resolution percentages are reported
and monitored. Reasons for significant change in call types and service level
changes are recorded in the monthly report.

Contact methods are also recorded and monitored, for example the increase in use
of the self-service portal. Other methods identified include phone contact, email -
by team, and internal calls.

The monthly service level performance is reported and presented in graphic format
for 13 months; this illustrates any trends across the year and allows for comparison
against the same month in the previous calendar year. Service level performance
for PKC Services is reported in a similar way and includes a more detailed two
month calls analysis. IT Team performance is reported in the same way.

User satisfaction and perceptions

User satisfaction perceptions have been recorded and assessed in five
independent surveys completed by the IT body SOCITM over the last seven years.
These surveys capture detail of internal user satisfaction trends and have been
benchmarked against average Scottish and UK perception ratings for public sector
organisations. The latest report was carried out in November 2016 and was
reported to users on the intranet (ERIC). Perceptions in the latest survey included a
cross section of 1107 users ranging across strategic and tactical managers,
operational staff, elected members, curriculum managers and staff and
commissioners. Overall satisfaction reported in the 2015 and 2016 surveys
indicated a higher than national average satisfaction rate:

- In the 2016 survey, the Council’s overall satisfaction rating was categorised as
5.13 out of a maximum of 7; the Scottish average rating in 2016 was 5.09.

- In 2015, PKC’s overall satisfaction rating was categorised as 5.22 out of 7; the
Scottish average rating in 2016 was 5.03

This showed an improving trend from the previous surveys in 2013, 2011 and
2009.

A draft Communications and Engagement Plan was reported to be awaiting
approval by the ICT Board in 10 March 2017; this plan intends to engage a wider
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range of stakeholders including citizen engagement on their experiences of using
the Council’s online services through the Council’s website.

Benchmarking analysis and reporting

Benchmarking analysis based on ICT Services key metrics was also carried out by
SOCITM in 2016 to provide more detailed evidence of ICT Services performance
against 10 Scottish Councils. Key metrics included ratios and statistics, for
example the percentage operational incidents when a service is restored within the
agreed service levels (in the SLA) and Networks and key applications availability
index. Metrics also incorporated costs, percentages and other statistics, for
example the number of agile workers as a % of all ICT service users and the
number of devices per user. These benchmarking statistics by the independent
SOCITM service confirm analysis for reporting and service evaluation is in place.

Management of Incidents

Sample evidence was provided to confirm management of incidents processes and
reporting. Three incident details during 2016-2017 were provided for different
Service areas, of which two were resolved and one was closed. The reporting
confirmed calls by category and priority type. The priority type included expected
response times for each incident. The log detail included date and times for each
incident by creation date (presentation of incident) and date and time the incident
was last updated or closed. Analysis of response times by the ICT Services can be
monitored through the incident logs by type.

Asset register management reporting

Sample reporting of ICT asset management was evidenced in correspondence on
the management of ICT assets for 2 sample schools sites - Methven and Cleish
Primaries. Evidence was provided to confirm the responsibility for maintaining the
ICT asset inventory on-site during the 5 year asset replacement programme. The
sample asset inventory for each site was provided. As computers over 7 years old
are no longer supported, schools were invited to request a share of newly
refurbished PC base units as replacement for PCs and laptops over this date.

This evidence also illustrated that Head Teachers were advised of the importance
of updating the PC estate in their school whilst maintaining ratios to deliver specific
curricular programs.

An observation of the Service Desk Management System found that information
could be filtered in searches by device type and location ensuring that there is
useful management information for the management of the IT assets.

Strength of Internal Controls: Strong

Management Action and Follow-Up

Responsibility for the maintenance of adequate and effective internal controls rests
with management.

No action points have been identified in this review for a response.
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Internal Audit

“Internal Audit is an independent, objective assurance and consulting activity
designed to add value and improve an organisation’s operations. It helps an
organisation accomplish its objectives by bringing a systematic, disciplined approach
to evaluate and improve the effectiveness of risk management, control and
governance processes”. Public Sector Internal Auditing Standards (PSIAS)

On 27th March 2013, the Council’s Audit Committee approved the PSIAS as the
relevant standard for its Internal Audit activity.

Background and Introduction

This audit was carried out as part of the audit plan for 2016/17, which was approved
by the Audit Committee on 30 March 2016.

The Council is required by statute to record separately in the Housing Revenue
Account (HRA) all income and expenditure relating to the provision, improvement
and management of Council Housing.

The Revenue and Capital Budgetfor 2016-17, used 7,480 council houses as a basis
for the HRA budget.

Scope and Limitations

In order to arrive at an opinion on the achievement of the control objectives, the audit
involved the review of procedures and interviews with staff and teams within Housing
& Community Care, Housing and Strategic Commissioning, based in York Place,
also Pullar House and locality offices. The audit did not examine the debt collection
processes as the management and control of rent arrears is planned to be reviewed
under a separate audit.

Control Objectives and Opinions

This section describes the purpose of the audit and summarises the results. A
‘control objective’ is a management objective that requires the maintenance of
adequate and effective internal controls to ensure that it is achieved. Each control
objective has been given a rating describing, on the basis of the audit work done, the
actual strength of the internal controls found to be in place. Areas of good or poor
practice are described where appropriate..

Control Objective 1: To ensure PKC housing rental charges are accurately
identified, collected and credited to the correct account;

Auditor’s Comments: Rent charges are identified, calculated and controlled via
data held on the Council’s housing rents system, Northgate. Operational activities
associated with the maintenance and updating of system records for rent charges,
tenancy and property changes and payments received are extensively
documented. However, a number of procedures would benefit from review and
update to ensure that they are fully fit for purpose, and the consistent application of
version control. The Council’s housing stock records are regularly reviewed and
verified for changes against other sources of data.

Our review confirmed that changes to housing stock and tenancy details are
timeously updated in rent system records but record keeping of supporting
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documentation was found to differ across offices.

Housing rental income is credited to appropriate Council financial ledger income
accounts but there are no procedures in place to ensure that the rents system and
financial ledgers are regularly reconciled. These procedures were put in place
during the audit.

To assist in the maximisation of the collection of housing rents, Housing staff have
been issued with cash receipt books during 2016. Although the use of receipt
books was accompanied by a written procedure, there would be benefit in updating
the procedures with regard to the retention of spoiled / cancelled receipts and the
oversight of the banking of cash collected. Tenants can pay housing rents using a
wide range of methods and facilities. Procedures are in place to ensure that all
payments received are reconciled between the Council’s bank accounts and
financial ledgers but reconciliations between tenant records and bank statements
are not clearly documented.

Strength of Internal Controls: Moderately Strong

Control Objective: 2. to ensure PKC housing rental charges are calculated
correctly in accordance with the Council’s Rent Strategy and Financial Regulations;

Audit Comments; In accordance with Financial Regulations, a joint report – the
HRA Strategic Financial Plan & Rent Strategy – is submitted to the Housing &
Health Committee early in each calendar year by the Depute Chief Executive, HCC
(Corporate & Community Development Services) & Head of Finance, setting out
details of the rent strategy & HRA budgets for 5 years ahead. This was approved in
January 2016 by the Committee as set out in the Scheme Of Administration.

Internal Audit has confirmed that approved rent increases are correctly set up on
the rents system for implementation from the beginning of the new financial year.

Strength of Internal Controls: Strong

Control Objective: 3. To ensure that PKC records of housing rental charges are
accurate, up-to-date and secure.

Audit Comments: Records of housing rental charges can only be amended by
approved housing rent system users. Access to the Northgate housing rent
records system is controlled through a clear application and authorisation process
with individual users’ access levels set up to match specific job descriptions by the
HCC Business Improvement Systems Team following receipt of completed request
forms from line managers. User access rights may also be amended / terminated
on the written authority of managers.

A range of system user reports are available to facilitate the periodic management
review of system users. However, this control is not currently implemented.

Internal Audit testing confirms that ongoing tenant and property record system
updates are input accurately and timeously, with procedures in place for regular
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supervisory checks and sample audit reviews.

Strength of Internal Controls: Strong

Management Action and Follow-Up

Responsibility for the maintenance of adequate and effective internal controls rests
with management.

Where the audit has identified areas where a response by management is required,
these are listed in Appendix 1, along with an indication of the importance of each
‘action point’. Appendix 2 describes these action points in more detail, and records
the action plan that has been developed by management in response to each point.

It is management‘s responsibility to ensure that the action plan presented in this
report is achievable and appropriate to the circumstances. Where a decision is taken
not to act in response to this report, it is the responsibility of management to assess
and accept the risks arising from non-implementation.

Achievement of the action plan is monitored through Internal Audit’s ‘follow up’
arrangements.

Management should ensure that the relevant risk profiles are reviewed and updated
where necessary to take account of the contents of Internal Audit reports. The
completeness of risk profiles will be examined as part of Internal Audit’s normal
planned work.
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Appendix 1: Summary of Action Points

No. Action Point Risk/Importance

1 Rents system procedures Low

2 Retention of supporting documentation Low

3 Reconciliation of income between Housing Rents
system and financial ledgers

Medium

4 Cash receipting procedure High

5 Housing rents system user access controls Low
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Appendix 2: Action Plan

Action Point 1 - Rents system procedures

A large number of housing rents system procedures and guides are in place, many
updated in 2015. They provide step by step guidance in how to undertake each
specific action but do not include any explanation as to why or when the action
should be completed.

In addition, the Application Support Team undertake numerous checking and
reporting activities in accordance with daily /weekly /monthly activity checklists.
There is scope to review the number of control actions listed in the weekly checklist
to ensure that they are all appropriate,.

There is also scope to ensure that the procedures are subject to consistent version
control.

Management Action Plan

The Housing Rents System procedures and the checklist will be reviewed and
updated to include the purpose of the controls. Consistent version control will be
applied to the documents.

Importance: Low

Responsible Officer: R Williams, Team Leader – Income
Maximisation

Lead Service: Housing and Community Care

Date for Completion (Month / Year): July 2017

Required Evidence of Completion: Updated checklist and system procedures
for rents and rent arrears.

Auditor’s Comments

Satisfactory
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Action Point 2 - Retention of supporting documentation

Although a certain amount of the documentation in support of rental property
tenancies is held in electronic form, most are currently held in paper files within
area offices.

Internal Audit found inconsistencies in the range of documents held across different
offices which indicates that either documents which are not required are being
stored unnecessarily or some documents which should be stored are not being
held in files. The Service has highlighted that this would have been because there
has been a project to scan such documents in order to minimise the information
held in files in offices. As part of the scanning project, officers have reviewed the
contents of the files.

Consideration should be given to the range of documentation required to be held
compatible with meeting the requirements of the Service, without the unnecessary
commitment of resources.

Management Action Plan

The Service has undertaken a project to scan all files, which has rationalised what
is held in the physical files in localities.

Importance: Low

Responsible Officer: M Dow, Service Manager, Housing

Lead Service: Housing and Community Care

Date for Completion (Month / Year): Completed

Required Evidence of Completion: Guidance issued on the range of
documentation to be held on property files

Auditor’s Comments

Satisfactory
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Action Point 3 - Reconciliation of income between Housing Rents system
and financial ledgers

Housing rental income generated by the housing rents system is posted to the
financial ledgers via manual journal each month. However, there is no
reconciliation procedure in place to ensure that values on the two systems are in
agreement.

Management Action Plan

Procedures for the reconciliation of income between the Housing Rents system
and the financial ledger have been updated.

Importance: Medium

Responsible Officer: F Lambie, Accountant

Lead Service: Corporate and Democratic Services

Date for Completion (Month / Year): Completed

Required Evidence of Completion: Reconciliation procedure put in place

Auditor’s Comments

Satisfactory
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Action Point 4 - Cash receipting procedure

In order to assist in the maximisation of housing rental income and encourage
tenants to make payments whenever possible, Housing staff have been issued with
cash receipt books to enable the acceptance of cash payments. The issue of
receipt books was accompanied by a cash receipting procedure.

Sample testing confirms that the cash receipting procedure is being followed and
that cash received is paid into the Council’s bank accounts and credited to tenants’
rent accounts, apart from one cash payment identified which had been placed in an
office safe for security but subsequently overlooked for banking.

Examination of receipt books confirms that spoiled receipts are being held in
receipt books in accordance with the issued procedure.

However, not all offices ensure spoiled receipts are clearly marked cancelled, also
there are no management checks in place to ensure that all receipts are either
banked or cancelled.

Management Action Plan

The Service will introduce a management control of checking receipt books to
ensure that cancelled / spoiled receipts are held and marked as such. The control
will include a reconciliation to ensure that all income collected has been banked.
Procedures will be updated to take account of these controls.

Importance: High

Responsible Officer: R. Williams, Team Leader Income
Maximisation

Lead Service: Housing and Community Care

Date for Completion (Month / Year): April 2017

Required Evidence of Completion: Enhanced cash receipting procedure

Auditor’s Comments

Satisfactory
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Action Point 5 - Housing rents system user access controls

Access to the Northgate housing rent records system is restricted to Housing staff
with job defined levels of user access rights. Users’ access rights are set up,
amended or terminated by Housing & Community Care’s Business Improvement
Systems Team in response to individual authorisations from Housing managers.
However there is no periodic management review process in place to ensure that
only intended users have appropriate access rights.

The Northgate system includes a Logged in Users report which, when run, lists all
system users who have not logged into the system for a pre-determined period of
time. This report is run on an ad-hoc basis by the Business Improvement Systems
team and enquiries made into all listed users to confirm whether they should
continue to have access rights or whether these should be terminated.

In order to provide assurance that housing rent records can only be accessed by
authorised users, System user reports and Logged in User reports should be run
periodically in accordance with agreed timetables and records maintained to
confirm management responses are received and acted upon by the Systems
team.

Management Action Plan

The Service reviewed system access in January and no issues were highlighted.
These reports are now run as part of a monthly routine and any issues will be dealt
with.

Importance: Low

Responsible Officer: M Dow Service Manager

Lead Service: Housing and Community Care

Date for Completion (Month / Year): Completed

Required Evidence of Completion: Processes for the periodic management
review of housing rents system users are
agreed and implemented

Auditor’s Comments

Satisfactory
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Internal Audit

“Internal Audit is an independent, objective assurance and consulting activity
designed to add value and improve an organisation’s operations. It helps an
organisation accomplish its objectives by bringing a systematic, disciplined approach
to evaluate and improve the effectiveness of risk management, control and
governance processes”. Public Sector Internal Auditing Standards (PSIAS)

On 27th March 2013, the Council’s Audit Committee approved the PSIAS as the
relevant standard for its Internal Audit activity.

Background and Introduction

This audit was carried out as part of the audit plan for 2016/17, which was approved
by the Audit Committee on 30 March 2016.

The Council is required by statute to record separately in the Housing Revenue
Account (HRA) all income and expenditure relating to the provision, improvement
and management of Council Housing.

The HRA final accounts for 2015/16 indicate rental income of £25.102 million. Gross
rent arrears as at 31 March 2016 were £2.715 million, and a bad debt provision of
£2.031 million was included against outstanding rent charges raised against ongoing
and former tenants plus court expenses incurred.

The purpose of the audit was to review the adequacy of the arrangements in place
for monitoring and minimising rent arrears.

Scope and Limitations

In order to arrive at an opinion on the achievement of the control objectives, the audit
included reviews of practices and interviews with staff within Housing and Community
Care, Neighbourhood Services, at Pullar House, locality offices and Corporate &
Democratic Services’ Finance Division. The audit did not include rent arrears relevant
to the general fund.

Control Objectives and Opinions

This section describes the purpose of the audit and summarises the results. A
‘control objective’ is a management objective that requires the maintenance of
adequate and effective internal controls to ensure that it is achieved. Each control
objective has been given a rating describing, on the basis of the audit work done, the
actual strength of the internal controls found to be in place. Areas of good or poor
practice are described where appropriate.

Control Objective: 1. to ensure that arrangements for the detection and recovery of
housing rent arrears are appropriate and effective and in compliance with Financial
Regulations

Auditor’s Comments: Housing rent arrears are identified on the housing rents
system (Northgate) when rents indicated as due are not offset by payments
received. System reports listing all tenants with arrears are produced each week
for recovery action to be taken in line with the Council’s rent recovery policy. The
policy sets out the escalating recovery actions to be taken by housing officers and
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is made available for all users of housing services via the Council’s web page. An
updated version of the policy was approved at the November 2016 meeting of the
Housing & Health Committee although at the time of the audit this had not yet been
made available on-line. It is noted that the Northgate system process of automatic
escalation of arrears recovery actions against accounts in arrears can be
suspended without management intervention. This represents a potential
management control weakness.

To facilitate improvements to the minimisation and control of rent arrears, revised
procedures have been introduced from January 2016 within Housing Services with
the focus on early and systematic arrears recovery actions. These actions
comprise primarily of early contact with, and the engagement of, the individual
tenants. All actions are recorded against tenant accounts on the rent records
system and reports produced in varying amounts of detail for regular review by
locality teams, co-ordinators, managers, scrutiny groups, SMT and committees.
There is scope to improve the clarity of purpose and scope of some of theinternal
reports produced.

For management purposes, rent arrears may be usefully divided between current
or former tenants, residential or non-residential and net or gross of write-offs. The
reports of rent arrears and recovery actions taken are comprehensive and are the
subject of considerable scrutiny but the actual content of different reports is not
always made clear which could allow for misinterpretation or misunderstanding to
arise.

Recent reports of arrears collection performance indicate results are improving
although it is too early to assess whether the revised processes introduced are
adequate to reduce the long term level of rent arrears.

The housing rent arrears recovery policy includes actions to be applied if it
becomes clear that the recovery of any particular rent arrears debts will not be
possible or practicable and the debt should be written off. A revised procedure for
the write off of rent debts was included in the November 2016 paper to the Housing
and Health Committee and sets out the actions to be followed through to receiving
the annual approval for the write off at the June meeting of the Strategic Policy and
Resources Committee, in compliance with Financial Regulations. There is scope to
develop this further in order to ensure that all actions are undertaken on a timely
basis for writing off debts once approved by Committee.

Strength of Internal Controls: Moderately Strong

Control Objective: 2. to ensure that the calculation and reporting of rent arrears and
related bad debt provision are accurate and appropriate

Auditor’s Comments: Internal Audit acknowledges the progress being made in the
management of rent arrears and the increased oversight by Housing management.

The calculation of rent arrears is undertaken automatically by the housing rents
system based on the weekly calculations of rents becoming due, offset by the input
of payments received. Unpaid rental amounts are then included on the numerous
regular arrears reports. Monthly versions of these system reports are used by
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Finance to generate detailed and accurate journal postings to the financial ledgers
for all aspects of housing rents activities (rental income, arrears debtors, debt write-
offs etc).

It was noted that whilst the monthly journal creation process incorporates a self-
checking mechanism to ensure accuracy there is no separate reconciliation carried
out to ensure that the housing rental system and financial ledgers are in
agreement.

To ensure that the Housing Revenue Account presents a fair view of the assets
and liabilities of the housing rents activity it is necessary to adjust the total rent
arrears debt outstanding to include a provision for the write off of bad debts. This
provision is calculated at the end of each financial year based upon the latest level
of debt. There is scope to improve procedures in this regard.

Strength of Internal Controls: Moderate

Management Action and Follow-Up

Responsibility for the maintenance of adequate and effective internal controls rests
with management.

Where the audit has identified areas where a response by management is required,
these are listed in Appendix 1, along with an indication of the importance of each
‘action point’. Appendix 2 describes these action points in more detail, and records
the action plan that has been developed by management in response to each point.

It is management‘s responsibility to ensure that the action plan presented in this
report is achievable and appropriate to the circumstances. Where a decision is taken
not to act in response to this report, it is the responsibility of management to assess
and accept the risks arising from non-implementation.

Achievement of the action plan is monitored through Internal Audit’s ‘follow up’
arrangements.

Management should ensure that the relevant risk profiles are reviewed and updated
where necessary to take account of the contents of Internal Audit reports. The
completeness of risk profiles will be examined as part of Internal Audit’s normal
planned work.
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Appendix 1: Summary of Action Points

No. Action Point Risk/Importance

1 Updated policy Low

2 Arrears system escalation suspension procedure Medium

3 Contents of arrears reports Low

4 Bad debt write off procedure Low

5 Reconciliation and bad debt provision calculation High
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Internal Audit Report

Appendix 2: Action Plan

Action Point 1 - Updated Policy

The Policy for Current and Former Tenant Rent Arrears was approved at the
November 2016 meeting of the Housing and Health Committee but is not yet
available via the Council’s web page.

Management Action Plan

The Policy is now linked to the Rent Arrears and Advice page on the Council’s
website.

Importance: Low

Responsible Officer: R Williams, Team Leader – Income
Maximisation

Lead Service: Housing and Community Care

Date for Completion (Month / Year): Completed

Required Evidence of Completion: The updated policy document is made
available on the PKC web page

Auditor’s Comments

Satisfactory
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Action Point 2 - Arrears system escalation suspension procedure

The rent arrears management system includes a weekly escalation process to
ensure that tenant accounts recorded as in arrears are the subject of systematic
reporting and follow-up each week, unless the escalation action is indicated as
suspended. The Northgate V.6 User Guide for the Rent Arrears Process, includes
the instruction to ‘remember to set the end date for the suspension’. This reliance
on officers’ memories presents a risk that debts will not be pursued in accordance
with the approved rent arrears escalation process if the suspension procedure is
not appropriately managed or supervised

Management Action Plan

The Service has reviewed and updated its processes and procedures so that
reports are considered on a weekly basis by Locality Coordinators. This change
took effect from January 2017 and reports are now being considered weekly and
are also considered by the monthly Operations and Performance Scrutiny
meetings.

Importance: Medium

Responsible Officer: R Williams, Team Leader – Income
Maximisation

Lead Service: Housing and Community Care

Date for Completion (Month / Year): Completed

Required Evidence of Completion: New guidelines for the activation and
control of the escalation suspension
process

Auditor’s Comments

Satisfactory
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Action Point 3 - Content of rent arrears reports

Rent arrears can be divided into numerous categories for management reporting
and control purposes, ie current and / or former tenant arrears, residential and / or
non-residential arrears and arrears gross or net of debts written off. There is scope
to improve the documentation of some procedures or guidelines for the production
of some internal reports, some of which do not clearly specify the basis of arrears
included.

Management Action Plan

The Service will review the reports which are provided to ensure that they clarify
the content and purpose.

Importance: Low

Responsible Officer: R Williams, Team Leader – Income
Maximisation

Lead Service: Housing and Community Care

Date for Completion (Month / Year): August 2017

Required Evidence of Completion: Report production procedure produced and
report contents to be specified within each
report

Auditor’s Comments

Satisfactory
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Action Point 4 - Bad debt write off procedure

Individual tenant records had not been updated at the time of the review and the
document does not provide guidance on the amendment of the rent records system
for write offs once approved by the Strategic Policy & Resources Committee.

Management Action Plan

1) All relevant records have now been updated.

2) Procedures will be updated to ensure the appropriate treatment of bad debts
which have been written off.

Importance: Low

Responsible Officer: R Williams, Team Leader – Income
Maximisation

Lead Service: Housing and Community Care

Date for Completion (Month / Year): 1) Completed

2) July 2017

Required Evidence of Completion: 2) Revised bad debt write off procedure

Auditor’s Comments

Satisfactory
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Action Point 5 - Reconciliation and Bad Debt Provision Calculation

Financial ledgers are updated for all aspects of housing rents activities (rental
income, arrears, in-year debt write-offs etc) via the input of monthly journals which
are created based on monthly Northgate system reports.

It was noted that, whilst the monthly journal creation process incorporates a self-
checking mechanism to ensure accuracy throughout the financial year, there is no
journal to account for the value of write offs approved annually by SP&R
Committee, and no reconciliation process to ensure that the housing rents system
and financial ledgers are in agreement at year end.

Furthermore, the annual bad debt provision adjustment is calculated under the
year-end accounting process and is based upon a rents system gross age of debt
analysis report. The bad debt provision does not take account of bad debts
approved for write off at the year end or any adjustments to assumptions to reflect
the latest rent arrears collection performance.

Management Action Plan

The processes and procedures which ensure the accuracy of the final accounts
with regard to ensuring the reconciliation of the housing rents system and financial
ledgers for arrears written off have been updated.

Procedures for the calculation of the annual bad debt provision have been updated.

Importance: High

Responsible Officer: F Lambie, Accountant

Lead Service: Corporate and Democratic Services

Date for Completion (Month / Year): Completed

Required Evidence of Completion: Procedure for accounting for annual bad
debt write offs and reconciling rent system
records with financial ledgers

Auditor’s Comments

Satisfactory
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