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scott-moncrieff.com Perth and Kinross Council Integra Interfaces 1

Introduction

In March 2014 we reviewed the controls around the Integra finance system interfaces. Our review focused on

two significant interfaces with the general ledger, specifically the residential care payments files produced by

the Swift system and the payroll payments files produced by the ResourceLink system.

Background

The Council uses Integra as its main finance system, which comprises of a number of modules including

purchase ledger, sales ledger and general ledger. This is the main source for financial reporting within the

Council.

There are a number of other systems throughout the Council through which financial information is recorded.

These include systems such as ResourceLink (Payroll), SWIFT (social work foster care and residential care

payments) and PECOS (eProcurement).

All of the systems interface with Integra to ensure that all income and expenditure is recorded in a central

source.

It is essential that there are effective controls over system interfaces to maintain the integrity and accuracy of

data.

Scope

The review assessed the adequacy of the control environment for interfaces with the Integra system. This

included system access controls at application and database level, data validation and monitoring as well as

control over design of new/existing interfaces.

The feeder systems considered within the scope of this audit were SWIFT and ResourceLink.

The control objectives for this audit, along with our assessment of the controls in place to meet each objective,

are set out in the Summary of Findings.
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2 Perth and Kinross Council Integra Interfaces

Summary of findings

The table below summarises our assessment of the adequacy and effectiveness of the controls in place to

meet each of the objectives agreed for this audit. Further details, along with any improvement actions, are set

out in the Management Action Plan.

No Control Objective Control
objective
assessment

Action plan ratings

5 4 3 2 1

1

There are effective controls within Integra

and sample feeder systems for the creation

and import of interface files.

YELLOW 2

2

Access at database level for in-scope

applications is adequate to prevent

manipulation of data

RED 1

3

There are effective controls in place to

ensure secure data transmission and

storage of interface files.

RED 1 1 1

4

There are appropriate controls in place to

ensure that there is adequate validation of

data input to Integra

YELLOW 1

5

There are effective monitoring controls in

place to confirm the success or failure of

interfaces

YELLOW 1

6
There are effective controls over creation

of or changes to interfaces with Integra
GREEN

7

All changes to interfaces are subject to

appropriate testing before becoming

operational

GREEN
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scott-moncrieff.com Perth and Kinross Council Integra Interfaces 3

Assessment Definition

BLACK Fundamental absence or failure of key control procedures - immediate action required.

RED The control procedures in place are not effective - inadequate management of key risks.

YELLOW No major weaknesses in control but scope for improvement.

GREEN Adequate and effective controls which are operating satisfactorily.
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4 Perth and Kinross Council Integra Interfaces

Conclusion

Our review has identified that there is scope for improvement in the controls over Integra interfaces. Our audit

did identify some areas of good practice in relation to the process for upload of files as well as the review of

rejected items/taking corrective actions. We also noted that there were formal control processes in place for

changes to applications.

The main areas where improvements are required relate to the creation and transmission of files and

assurance over access controls at database level. The current processes and security measures in place for

the creation and transmission of files do not provide assurance in relation to the integrity of the data being

imported to Integra. In addition, there is a need to improve the controls in place over direct access to SQL and

Oracle databases. We noted that, in the main, shared generic or default accounts are used by IT and

respective suppliers to undertake database administration for Oracle databases of the in-scope applications.

This means that it is not possible to attribute access and actions to a named individual. For SQL databases, we

noted that direct access is provided to all domain administrators. This includes the Desktop team and there did

not appear to be a clear business case for them to have such access. In addition, auditing is not sufficiently well

configured to ensure that all access and actions are recorded.

We have provided a summary of the most significant issues arising from our audit in the Main Findings section

below.

Main Findings

 There is a need to ensure development and maintenance of detailed procedural documentation as it relates

to the creation, transmission and import of interface data files. This should provide step-by-step guidance on

each of the key processes.

 Improved controls are required over direct, powerful access to Oracle and SQL databases as well as the

auditing and monitoring of access. We noted that shared generic and default accounts were in active use

meaning that it is not possible to attribute access to a named individual.

 A number of issues were identified in relation to the storage and transmission of interface data files. Files

are not secured or encrypted at any point from their creation to import. Files are not stored securely and

could be amended as they are saved in network folders in clear text format. In addition, files are not always

transmitted in a secure manner with email being used in some cases.

Further details of the points noted above, as well as a number of less significant issues are included in the

Management Action Plan.
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ff
ic

e
r

N
o

la
te

r
th

a
n

:
C

o
m

p
le

te
d

P
ri

o
ri

ty
2
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8
P

e
rt

h
a

n
d

K
in

ro
ss

C
o

u
n

ci
l
In

te
g

ra
In

te
rf

a
ce

s
s

c
o

tt
-m

o
n

c
ri

e
ff

.c
o

m

2
.

K
e

y
c

o
n

tr
o

l
o

b
je

c
ti

v
e
:

A
c
c
e
s
s

a
t

d
a
ta

b
a
s
e

le
v
e
l
fo

r
in

-s
c
o

p
e

a
p

p
li

c
a
ti

o
n

s
is

a
d

e
q

u
a
te

to
p

re
v
e
n

t
m

a
n

ip
u

la
ti

o
n

o
f

d
a
ta

.

O
b
se

rv
a

tio
n

a
n

d
R

is
k

R
e

co
m

m
e
n

d
a
tio

n
M

a
n

a
g
e

m
e

n
t

R
e

sp
o
n

se

2
.1

D
a
ta

b
a
s

e
A

c
c
e
s

s

W
h
e
n

u
s
e
rs

h
a
v
e

d
ir
e
c
t
a
c
c
e
s
s

to
th

e
d
a
ta

b
a
s
e

th
e

y
c
a
n

a
m

e
n
d

d
a
ta

w
h

ils
t

a
v
o
id

in
g

th
e

s
a
m

e

le
ve

l
o
f

c
o
n
tr

o
ls

th
a
t

e
x
is

t
if

th
e

y
w

e
re

u
s
in

g
th

e

a
p
p

lic
a
ti
o
n

.
F

ir
s
t
lin

e
d

a
ta

b
a
s
e

a
d
m

in
is

tr
a
ti
o
n

(D
B

A
)

is
p
ro

v
id

e
d

b
y

th
e

C
o
u
n
c
il’

s
IT

te
a
m

.
T

h
e

re
s
p
e
c
tiv

e
s
u
p

p
lie

r
is

re
s
p
o

n
s
ib

le
fo

r
re

s
o
lv

in
g

a
n

y

is
s
u
e
s

th
a
t

a
re

n
o
t
re

s
o

lv
e
d

in
te

rn
a
lly

.

F
o
r

th
e

th
re

e
in

-s
c
o
p
e

a
p
p

lic
a
tio

n
s

s
u

p
p
o
rt

is
a
s

fo
llo

w
s

(d
a

ta
b

a
s
e

in
b
ra

c
k
e
ts

):


R

e
s
o
u
rc

e
L

in
k

–
N

o
rt

h
g

a
te

(S
Q

L
)


S

w
if
t
–

N
o
rt

h
g

a
te

(O
ra

c
le

)


In

te
g
ra

–
C

a
p

ita
IB

S
o
lu

ti
o
n

s
(O

ra
c
le

).

O
ra

c
le

d
a
ta

b
a

s
e

B
o
th

th
e

C
o
u

n
c
il

IT
te

a
m

a
n
d

re
s
p
e
c
ti
v
e

s
u
p

p
lie

rs

s
h
a
re

a
c
c
e
s
s

to
a
c
c
o
u

n
ts

w
h
ic

h
a
llo

w
p
o

w
e
rf

u
l

a
c
c
e
s
s

to
th

e
d
a
ta

b
a
s
e
.
O

n
e

e
x
a
m

p
le

is
th

e
s
ys

a
c
c
o
u
n
t,

th
e

m
o
s
t
p
o

w
e
rf

u
l
a
c
c
o
u
n
t

in
th

e
O

ra
c
le

e
n
v
ir
o
n
m

e
n
t.

W
e

n
o
te

d
th

a
t
th

e
re

is
n
o

m
o
n
ito

ri
n

g

o
f

a
c
c
e
s
s

o
r

a
c
tiv

it
y

o
f

th
e
s
e

a
c
c
o
u
n
ts

.
W

e
a
ls

o

n
o
te

d
th

a
t
a

u
d
it
in

g
w

a
s

n
o
t

e
n
a
b

le
d

a
t

th
e

d
a
ta

b
a
s
e

le
ve

l.
(C

o
n

tin
u
e
d

o
ve

r)

1
.
W

e
re

c
o
m

m
e
n
d

m
a
n
a
g
e

m
e
n
t
e
n
s
u
re

th
a
t

c
o
n
tr

o
ls

o
ve

r
d
a
ta

b
a
s
e

a
c
c
o
u
n
ts

a
re

im
p
ro

ve
d

fo
r

b
o
th

S
Q

L
a
n

d
O

ra
c
le

d
a
ta

b
a
s
e
s
.
A

ll
u
s
e
rs

s
h
o
u

ld
b
e

p
ro

v
id

e
d

w
ith

in
d

iv
id

u
a
l
a
c
c
o
u
n

ts
to

a
llo

w
a
ll

a
c
c
e
s
s

to
b

e

a
tt
ri
b

u
te

d
to

u
s
e
rs

.

2
.
C

o
n
tr

o
ls

o
v
e
r

d
e
fa

u
lt

o
r

g
e
n
e
ri

c
a
c
c
o
u
n
ts

s
h
o
u
ld

b
e

im
p
ro

ve
d

s
o

th
a
t

a
c
c
e
s
s

to
th

e

p
a
s
s
w

o
rd

fo
r

s
u
c
h

a
c
c
o
u
n
ts

is
re

s
tr

ic
te

d
.

C
o
n
s
id

e
ra

ti
o
n

s
h

o
u

ld
b

e
g

iv
e
n

to
th

e

im
p
le

m
e
n
ta

tio
n

o
f

a
n

‘e
m

e
rg

e
n
c
y

b
re

a
k
-

g
la

s
s
’
p
ro

c
e
d
u
re

w
h

e
re

b
y

a
c
c
e
s
s

to
th

e

p
a
s
s
w

o
rd

s
fo

r
s
u
c
h

a
c
c
o
u
n

ts
is

d
ir
e
c
tl
y

lin
k
e
d

to
a

s
u
p

p
o
rt

re
q
u
e
s
t.

O
n

c
o
m

p
le

tio
n

o
f

th
e

s
u
p

p
o
rt

re
q
u
e
s
t,

th
e

p
a

s
s
w

o
rd

s
h

o
u
ld

b
e

re
s
e
t
b

y
th

e
tr

u
s
te

d
p
e
rs

o
n

re
s
p
o
n
s
ib

le
fo

r

th
e

a
c
c
o
u

n
t.

(C
o
n
ti
n
u

e
d

o
ve

r)

1
.

IT
w

ill
u

n
d

e
rt

a
k
e

a
re

v
ie

w
o

f
a
c
c
o
u
n
ts

w
ith

a
c
c
e
s
s

to

S
Q

L
a

n
d

O
ra

c
le

w
it
h

a
v
ie

w
to

im
p
le

m
e
n
tin

g

in
d

iv
id

u
a
l
a
c
c
o
u
n

ts
fo

r
e
a
c
h

u
s
e
r

w
h

o
h

a
s

a
n

o
p
e
ra

ti
o

n
a
l
n
e

e
d

to
a
c
c
e
s
s

th
e

d
a
ta

b
a
s
e
.

2
.

D
e
fa

u
lt

a
n
d

g
e
n

e
ri
c

a
c
c
o
u

n
ts

w
ill

b
e

re
s
tr

ic
te

d
to

n
a
m

e
d

in
d

iv
id

u
a
ls

w
ith

in
P

K
C

w
h

o
w

ill
th

e
n

g
ra

n
t

a
c
c
e
s
s

to
m

e
m

b
e
rs

o
f

s
ta

ff
w

h
o

re
q

u
ir
e

a
c
c
e
s
s

to

th
e
s
e

a
c
c
o
u

n
ts

.
T

h
e

n
a
m

e
d

in
d
iv

id
u
a

ls
w

ill
th

e
n

re
s
e
t
th

e
p
a
s
s
w

o
rd

s
o

n
c
e

th
e

ta
s
k

h
a
s

b
e
e

n

c
o
m

p
le

te
d
.

P
ri

o
ri

ty
4
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s
c

o
tt

-m
o

n
c

ri
e

ff
.c

o
m

P
e

rt
h

a
n

d
K

in
ro

ss
C

o
u

n
ci

l
In

te
g

ra
In

te
rf

a
ce

s
9

O
b
se

rv
a

tio
n

a
n

d
R

is
k

R
e

co
m

m
e
n

d
a
tio

n
M

a
n

a
g
e

m
e

n
t

R
e

sp
o
n

se

2
.1

D
a
ta

b
a
s

e
A

c
c
e
s

s
c
o

n
t.

S
Q

L
d

a
ta

b
a
s

e

F
ro

m
re

vi
e

w
o
f

a
c
ti
ve

a
c
c
o

u
n
ts

fo
r

th
e

R
e
s
o
u
rc

e
L

in
k

S
Q

L
w

e
n
o
te

d
th

a
t

a
ll

IT
s
ta

ff
in

th
e

A
c
ti
v
e

D
ir
e
c
to

ry

d
o
m

a
in

a
d
m

in
is

tr
a
to

rs
g
ro

u
p

h
a

ve
d
ir
e
c
t,

p
o

w
e
rf

u
l

a
c
c
e
s
s

to
th

e
S

Q
L

d
a
ta

b
a
s
e
.
T

h
is

in
c
lu

d
e
s

th
e

s
e
rv

e
r

te
a
m

a
n
d

d
e
s
k
to

p
te

a
m

.
T

h
e
re

m
a

y
b
e

a
b
u
s
in

e
s
s

n
e

e
d

fo
r

th
e

s
e
rv

e
r

te
a
m

to
h
a

ve
a
c
c
e
s
s

to
p
e
rf

o
rm

w
o
rk

o
n

th
e

S
Q

L
s
e
rv

e
r

h
o

w
e

ve
r,

th
e
re

a
p

p
e
a
rs

lit
tl
e

ju
s
tif

ic
a
ti
o

n

fo
r

th
e

d
e
s
k
to

p
te

a
m

h
a
v
in

g
s
u
c
h

a
c
c
e
s
s
.

W
e

a
ls

o
n
o
te

d
th

a
t
tw

o
a
c
c
o
u
n
ts

b
e
lo

n
g

in
g

to

d
e
v
e
lo

p
m

e
n
t
s
ta

ff
w

e
re

a
c
ti
ve

in
th

e
S

Q
L

s
e
rv

e
r.

O
n
e

o
f

th
e
s
e

w
a
s

s
a
id

to
b

e
a

te
m

p
o
ra

ry
a
c
c
o
u
n
t.

F
u
rt

h
e
rm

o
re

,

a
u
d

iti
n
g

a
t
th

e
d
a

ta
b

a
s
e

le
v
e
l
is

lim
ite

d
w

it
h

o
n

ly
fa

ile
d

lo
g

in
s

b
e
in

g
re

c
o
rd

e
d
.

It
w

a
s

s
ta

te
d

th
a
t
th

e
s
a

a
c
c
o
u
n
t,

a
d
e
fa

u
lt

a
c
c
o
u

n
t
a

n
d

th
e

m
o
s
t
p
o

w
e
rf

u
li

n
th

e
S

Q
L

e
n

vi
ro

n
m

e
n
t,

w
a
s

n
o
t

a
c
tiv

e
ly

u
s
e

d
a

n
d

a
c
o
p

y
o
f

th
e

p
a
s
s
w

o
rd

is
m

a
in

ta
in

e
d

in
a

s
a
fe

.
T

h
e
re

is
n
o

m
o
n
it
o
ri
n
g

o
f

th
e

u
s
e

o
f

th
e

s
a

a
c
c
o
u
n
t
o
r

g
e
n

e
ra

l
a
c
ti
vi

ty
in

th
e

S
Q

L
e
n

vi
ro

n
m

e
n
t.

T
h
e
re

is
a

ri
s
k

th
a
t
a
c
c
e
s
s

m
a
d
e

a
t
th

e
d
a
ta

b
a
s
e

le
ve

l

c
a
n
n
o
t

b
e

a
tt
ri

b
u
te

d
to

a
n

a
m

e
d

u
s
e
r.

T
h
e
re

is
a
ls

o
a

ri
sk

th
a
t

d
a
ta

w
it
h
in

th
e

d
a

ta
b

a
s
e

c
o
u
ld

b
e

c
h
a
n

g
e

d
to

p
e
rp

e
tr

a
te

a
fr

a
u
d

a
n

d
th

is
w

o
u
ld

n
o
t
b

e
d
e

te
c
te

d
a
n

d

th
e

re
s
p
o

n
s
ib

le
p
a
rt

y
id

e
n

tif
ie

d
.

3
.
W

e
re

c
o
m

m
e
n
d

th
a
t

a
u
d

it
fu

n
c
tio

n
a

lit
y

w
ith

in
b
o
th

O
ra

c
le

a
n
d

S
Q

L
d
a
ta

b
a
s
e
s

is

a
c
tiv

a
te

d
to

e
n
s
u
re

th
a
t

a
ll

re
le

va
n
t

u
s
e
r

a
c
tiv

it
ie

s
a
re

re
c
o
rd

e
d
.

T
h
e

lo
g

fi
le

s
s
h
o

u
ld

b
e

s
tr

e
a
m

to
a

s
ys

lo
g

to
re

d
u
c
e

th
e

ri
s
k

o
f

th
e

lo
g

fi
le

s
b
e

in
g

a
m

e
n
d
e
d

b
y

a
u
s
e
r

w
ith

p
o

w
e
rf

u
l
a
c
c
e
s
s
.
W

e
a
ls

o
re

c
o
m

m
e
n
d

th
a
t

th
e
re

is
re

g
u

la
r

m
o
n
ito

ri
n
g

o
f

lo
g

fi
le

s
to

g
a
in

a
s
s
u
ra

n
c
e

th
a
t

a
ll

a
c
c
e
s
s

is

a
p
p
ro

p
ri
a
te

.

4
.
W

e
a
ls

o
re

c
o
m

m
e
n
d

th
a
t

a
c
c
e
s
s

c
o
n
tr

o
ls

fo
r

th
e

R
e
s
o
u
rc

e
L

in
k

d
a
ta

b
a
s
e

a
re

im
p
ro

ve
d
.
T

h
is

s
h
o
u

ld
e
n
s
u

re
th

a
t

o
n

ly
va

lid

IT
o
ff

ic
e
rs

w
ith

th
e

s
k
ill

s
a

n
d

k
n
o
w

le
d

g
e

o
f

d
a
ta

b
a
s
e

a
d
m

in
is

tr
a
ti
o
n

a
re

p
ro

vi
d

e
d

w
it
h

a
c
c
e
s
s
.
In

p
a
rt

ic
u

la
r,

a
c
c
e
s
s

fo
r

d
e
v
e
lo

p
m

e
n
t
s
ta

ff
to

th
e

liv
e

e
n

vi
ro

n
m

e
n
t

s
h
o
u
ld

b
e

d
is

a
b
le

d
a
s

a
m

a
tt
e
r

o
f

c
o
u
rs

e
,

w
ith

a
c
c
e
s
s

o
n
ly

b
e
in

g
g
ra

n
te

d
in

re
s
p

o
n
s
e

to
a

s
e
rv

ic
e

re
q
u
e
s
t/

in
c
id

e
n

t.
T

h
is

a
c
c
e
s
s

s
h
o
u
ld

a
ls

o
b
e

s
u
b
je

c
t
to

m
o
n
it
o
ri
n

g
.

3
.

A
u
d

it
lo

g
g
in

g
o

n
s
ys

te
m

s
is

o
ft

e
n

n
o

t

re
c
o
m

m
e
n
d
e
d

b
y

s
u
p

p
lie

rs
a
s

it
c
a

n
c
a
u
s
e

p
e
rf

o
rm

a
n
c
e

is
s
u
e
s

w
it
h

th
e

s
ys

te
m

.
IT

w
ill

lia
is

e
w

ith
b
u
s
in

e
s
s

s
ys

te
m

o
w

n
e
rs

a
n
d

s
u
p
p
lie

rs
w

it
h

th
e

vi
e

w
to

a
c
tiv

a
tin

g
lo

g
g

in
g
.

R
e
s
id

u
a
l
p
e
rf

o
rm

a
n
c
e

is
s
u
e
s

–
s
h
o
u

ld
th

e
y

a
ri
s
e

-
w

ill
b
e

in
ve

s
ti
g
a

te
d
.

4
.

S
e
e

1
a

n
d

2
a
b

o
v
e
.

T
o

b
e

a
c
ti

o
n

e
d

b
y

:
E

W
a
lk

e
r,

T
e
a
m

L
e
a
d
e
r,

In
fo

rm
a
tio

n
a

n
d

A
p

p
lic

a
ti
o
n

s
M

a
n
a

g
e
m

e
n
t

N
o

la
te

r
th

a
n

:
D

e
c
e
m

b
e
r

2
0
1
4
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1
0

P
e

rt
h

a
n

d
K

in
ro

ss
C

o
u

n
ci

l
In

te
g

ra
In

te
rf

a
ce

s
s

c
o

tt
-m

o
n

c
ri

e
ff

.c
o

m

3
.

C
o

n
tr

o
l

o
b

je
c
ti

v
e
:

T
h

e
re

a
re

e
ff

e
c
ti

v
e

c
o

n
tr

o
ls

in
p

la
c
e

to
e
n

s
u

re
s
e
c
u

re
d

a
ta

tr
a
n

s
m

is
s
io

n
a
n

d
s
to

ra
g

e
o

f
in

te
rf

a
c
e

fi
le

s

O
b
s
e

rv
a

tio
n

a
n

d
R

is
k

R
e

co
m

m
e
n

d
a
tio

n
M

a
n

a
g
e

m
e

n
t

R
e

sp
o
n

se

3
.1

S
e
c
u

re
S

to
ra

g
e

o
f

F
il
e

s

A
n
u
m

b
e
r

o
f

in
te

rf
a
c
e

fi
le

s
a
re

tr
a
n
s
m

itt
e
d

b
y

e
m

a
il

a
n
d

a
re

a
ls

o
s
to

re
d

o
n

lo
c
a

ln
e
tw

o
rk

d
ri
v
e
s

a
t
b
o

th
th

e
s
o
u
rc

e
a
n
d

re
c
ip

ie
n
t.

T
h
e
s
e

in
c
lu

d
e
:

a
.

S
u
p
p

lie
r

p
a

ym
e
n
ts

fo
r

re
s
id

e
n
ti
a
lc

a
re

b
.

P
a

ym
e

n
ts

to
in

d
iv

id
u
a

ls
fo

r
c
h
ild

fo
s
te

ri
n

g

S
im

ila
rl

y
s
o
m

e
o
th

e
r

d
a
ta

fi
le

s
a
re

c
o

lle
c
te

d
fr

o
m

s
o
u
rc

e
s
ys

te
m

s
a
n
d

th
e
s
e

a
re

a
ls

o
s
to

re
d

o
n

lo
c
a

l

n
e
tw

o
rk

d
ri
v
e
s
.

D
u
ri
n

g
th

e
tim

e
th

e
fi
le

s
a
re

s
to

re
d

o
n

lo
c
a
l

n
e
tw

o
rk

d
ri
v
e
s
,
th

e
y

a
re

n
o

t
e
n
c
ry

p
te

d
o
r

p
a
s
s
w

o
rd

p
ro

te
c
tio

n
.
T

h
e

y
a
re

o
n

ly
p
ro

te
c
te

d
b

y

s
ta

n
d
a
rd

n
e
tw

o
rk

s
e
c
u
ri
ty

m
e
a
n
in

g
th

a
t
a

n
yo

n
e

w
h
o

h
a
s

a
c
c
e
s
s

to
th

e
s
e

n
e
tw

o
rk

a
re

a
s

w
o
u

ld
b

e

a
b
le

to
re

a
d
,
c
h
a
n

g
e
,
c
o

p
y

a
n
d

d
e
le

te
d
a
ta

in
th

e

fi
le

s
.

It
is

re
c
o
g

n
is

e
d

th
a
t
th

e
re

a
re

c
o
n
tr

o
ls

in
p
la

c
e

a
t

la
te

r
s
ta

g
e
s

in
th

e
p
ro

c
e
s
s

(e
.g

.
re

c
o
n
c
ili

a
ti
o
n
s
,

re
vi

e
w

o
f

e
x
c
e
p
ti
o
n

re
p
o
rt

s
)

w
h

ic
h

p
ro

v
id

e
a
n

a
d
d

iti
o
n
a

ll
e
v
e
l
o
f

c
o
n
tr

o
l.

(C
o
n
ti
n
u

e
d

o
ve

r)

1
.

W
e

re
c
o
m

m
e
n
d

th
a
t

IT
is

re
q
u
e
s
te

d
to

p
ro

vi
d
e

lis
ts

to
re

le
va

n
t
lin

e
m

a
n
a
g

e
rs

w
h

ic
h

d
e
ta

il

th
o
s
e

u
s
e
rs

w
ith

a
c
c
e
s
s

to
n
e
tw

o
rk

fo
ld

e
rs

th
a
t

a
re

u
s
e
d

to
s
to

re
in

te
rf

a
c
e

fi
le

s
.
T

h
e
s
e

s
h
o
u
ld

b
e

re
v
ie

w
e
d

b
y

lin
e

m
a
n
a
g
e
rs

to

c
o
n
fi
rm

th
a
t
o
n

ly
th

o
s
e

in
vo

lv
e
d

in
th

e

in
te

rf
a
c
e

c
re

a
ti
o
n
,

tr
a
n
s
m

is
s
io

n
a

n
d

im
p
o
rt

h
a
v
e

a
c
c
e
s
s

to
th

e
fi
le

s
.
W

h
e
re

a
m

e
n
d
m

e
n
ts

a
re

re
q
u

ir
e
d

th
e
s
e

s
h
o
u

ld
b

e
n
o
ti
fi
e
d

to
IT

to

e
n
s
u
re

a
c
c
e
s
s

is
re

vi
s
e

d
.
T

h
is

e
x
e
rc

is
e

s
h

o
u
ld

b
e

c
o
n

d
u
c
te

d
o
n

a
re

g
u
la

r
b
a
s
is

.

2
.

W
e

a
ls

o
re

c
o
m

m
e
n
d

m
a
n
a
g
e
m

e
n
t
e
n
s
u
re

th
a
t

c
o
n
s
id

e
ra

tio
n

is
g
iv

e
n

to
p
ro

v
id

in
g

a
d
d

iti
o
n

a
l

s
e
c
u
ri
ty

to
s
to

re
d

fi
le

s
to

p
ro

te
c
t
th

e
d

a
ta

fr
o
m

lo
s
s

a
n
d

c
h
a
n

g
e
.

F
ile

e
n
c
ry

p
ti
o
n

m
a

y
b

e

c
o
n
s
id

e
re

d
a
s

a
n

o
p
ti
o
n

to
a
d
d
re

s
s

th
is

is
s
u
e
.

W
e

a
ls

o
re

c
o
m

m
e
n
d

th
a
t
a

u
to

m
a
te

d
s
o
lu

ti
o
n
s

fo
r

fi
le

tr
a
n
s
fe

rs
a
re

in
ve

s
ti
g
a
te

d
.
T

h
is

s
h
o
u

ld

a
im

to
e
lim

in
a
te

th
e

c
u
rr

e
n
t

p
ro

c
e
s
s

o
f

c
le

a
r

te
x
t
fi
le

s
b

e
in

g
tr

a
n
s
m

itt
e
d

in
u
n

e
n
c
ry

p
te

d

fo
rm

a
t
a
c
ro

s
s

th
e

c
o
rp

o
ra

te
n
e
tw

o
rk

.
T

h
is

s
h
o
u
ld

s
e
e
k

to
e
n
s
u
re

th
a

t
fi
le

s
a
re

e
n
c
ry

p
te

d

a
t
a

ll
s
ta

g
e
s

o
f

th
e

p
ro

c
e
s
s
.

1
.

T
h
e
re

h
a
s

b
e
e

n
a

re
v
ie

w
o
f

p
e
rm

is
s
io

n
le

ve
ls

fo
r

lo
c
a
ln

e
tw

o
rk

d
ri
v
e
s

c
o
n

ta
in

in
g

in
te

rf
a
c
e

fi
le

s
a
n
d

S
e
rv

ic
e
s

a
re

c
o
n
te

n
t
th

a
t
th

e
s
e

a
re

n
o

w
a

p
p
ro

p
ri
a
te

a
n
d

w
ill

b
e

m
a
in

ta
in

e
d

th
ro

u
g

h
th

e
ro

u
ti
n

e
v
e
ri
fi
c
a
ti
o
n

p
ro

c
e
s
s
e
s
.

IT
w

ill
p
ro

v
id

e
a

lis
t
o
f

u
s
e
rs

w
ith

a
c
c
e
s
s

o
n

a

re
g
u
la

r
b
a
s
is

.
A

n
y

c
h

a
n
g

e
s

to
a
c
c
e
s
s

re
q
u
ir
e

d
w

ill
b

e
lo

g
g

e
d

th
ro

u
g
h

IT
a
n
d

a
u
th

o
ri
s
e
d
.

2
.

T
h
e

In
fo

rm
a
tio

n
C

o
m

p
lia

n
c
e

M
a

n
a
g

e
r

h
a
s

s
ta

te
d

th
a
t

g
o
o

d
c
o
n
tr

o
l
o
v
e
r

n
e
tw

o
rk

a
c
c
e
s
s

a
n
d

c
h

e
c
k
s

o
n

th
e

c
re

a
te

d
d
a
te

/
la

s
t
m

o
d
if
ie

d

d
a
te

s
h

o
u

ld
a
c
h

ie
ve

th
e

s
a

m
e

re
s
u
lt

a
s

e
n
c
ry

p
ti
o

n
a
s

th
e

fi
le

s
a
re

n
o
t
tr

a
n
s
fe

rr
e
d

o
u
ts

id
e

th
e

C
o

u
n
c
il

n
e
tw

o
rk

.
It

s
h
o
u
ld

b
e

n
o
te

d
th

a
t
th

e
s
e

fi
le

s
d
o

n
o

t
c
o
n
ta

in
a
n

y

s
u
p
p
lie

r
n

a
m

e
o
n
ly

c
o
d
e

d
s
u
p
p

lie
r

re
fe

re
n
c
e
s
.

(C
o
n
ti
n
u
e

d
o

ve
r)

P
ri

o
ri

ty
3
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s
c

o
tt

-m
o

n
c

ri
e

ff
.c

o
m

P
e

rt
h

a
n

d
K

in
ro

ss
C

o
u

n
ci

l
In

te
g

ra
In

te
rf

a
ce

s
1
1

O
b
s
e

rv
a

tio
n

a
n

d
R

is
k

R
e

co
m

m
e
n

d
a
tio

n
M

a
n

a
g
e

m
e

n
t

R
e

sp
o
n

se

3
.1

S
e
c
u

re
S

to
ra

g
e

o
f

F
il
e

s
c
o

n
t.

W
e

e
x
a
m

in
e
d

th
e

u
s
e
r

a
c
c
e
s
s

lis
t
fo

r
th

e
n
e
tw

o
rk

lo
c
a
ti
o
n

w
h
e
re

p
a

yr
o

ll
fi
le

s
a
re

s
to

re
d
,

b
o
th

a
t

p
o
in

t
o
f

c
re

a
ti
o
n

a
n
d

fo
r

im
p
o
rt

.
W

e
n
o
te

d
th

a
t,

in

a
d
d

iti
o
n

to
th

e
F

in
a
n
c
e

S
ys

te
m

s
T

e
a
m

,
th

e
re

w
e
re

5
fu

rt
h
e
r

u
s
e
r

a
c
c
o
u

n
ts

w
it
h

a
c
c
e
s
s

to
th

is
a
re

a
.

T
h
e
s
e

re
la

te
d

to
4

IT
s
ta

ff
a
n
d

1
e
x
te

rn
a

l

c
o
n
s
u
lta

n
t.

It
w

a
s

c
o

n
fi
rm

e
d

th
a

t
th

e
s
e

u
s
e
r

a
c
c
o
u
n
ts

w
e
re

n
o

w
re

d
u

n
d

a
n
t,

w
ith

o
n

e
n
e

ve
r

h
a
v
in

g
b
e

e
n

va
lid

in
th

e
fi
rs

t
p
la

c
e
.
T

h
e

a
c
c
o
u
n

ts

b
e
lo

n
g

in
g

to
s
p

e
c
if
ic

in
d
iv

id
u
a
ls

w
ith

in
IT

w
e
re

n
o
tif

ie
d

to
m

a
n
a
g
e
m

e
n
t
a
t
th

e
ti
m

e
o
f

th
e

a
u
d

it

a
n
d

th
e

a
c
c
e
s
s

re
s
c
in

d
e
d
.

W
e

a
ls

o
n
o
te

d
th

a
t
th

e
re

w
a
s

a
te

s
t

a
c
c
o
u
n
t

liv
e

in

th
e

‘T
d
ri
ve

’(
n
a
m

e
d

B
e
v

T
e
s
t)

.

T
h
e
re

is
a

ri
s
k

th
a
t
th

e
d
a
ta

fi
le

s
fo

r
in

te
rf

a
c
e
s

a
re

a
t
ri
s
k

o
f

b
e
in

g
e

d
it
e
d

o
r

d
e

le
te

d
.
T

h
is

c
o
u

ld
re

s
u

lt

in
e
rr

o
n
e
o

u
s

d
a
ta

b
e
in

g
im

p
o
rt

e
d

to
In

te
g
ra

.
If

th
is

w
a
s

to
h

a
p
p

e
n
,
fi
n

a
n
c
ia

lr
e

p
o
rt

s
w

o
u

ld
b
e

in
a
c
c
u
ra

te
a
n

d
th

is
c
o
u

ld
a
ff

e
c
t
d
e
c
is

io
n

m
a
k
in

g
.

T
o

b
e

a
c
ti

o
n

e
d

b
y
:

K
B

a
rr

o
n
,
IT

T
e
a
m

L
e
a
d
e
r

B
u
s
in

e
s
s

A
p

p
lic

a
ti
o
n
s

N
o

la
te

r
th

a
n

:
A

u
g
u
s
t
2

0
1

4
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1
2

P
e

rt
h

a
n

d
K

in
ro

ss
C

o
u

n
ci

l
In

te
g

ra
In

te
rf

a
ce

s
s

c
o

tt
-m

o
n

c
ri

e
ff

.c
o

m

O
b
se

rv
a

tio
n

a
n

d
R

is
k

R
e

co
m

m
e
n

d
a
tio

n
M

a
n

a
g
e

m
e

n
t

R
e

sp
o
n

se

3
.2

D
a
ta

R
e
te

n
ti

o
n

P
e

ri
o

d
s

T
h
ro

u
g
h

o
u
r

d
is

c
u
s
s
io

n
s

a
n
d

re
vi

e
w

o
f

d
o
c
u
m

e
n
ta

tio
n
,

w
e

id
e
n
ti
fi
e

d
th

a
t
th

e
re

is
n

o

fo
rm

a
lr

e
te

n
ti
o
n

p
e
ri
o

d
d

e
fi
n
e
d

fo
r

in
te

rf
a
c
e

d
a
ta

fi
le

s
.

S
ta

ff
a
re

c
u
rr

e
n
tl
y

o
p
e
ra

ti
n

g
to

a
6

ye
a
rs

p
lu

s

c
u
rr

e
n
t
b
a
s
is

.
A

s
a

re
s
u

lt,
a

ll
fi
le

s
p
ro

d
u
c
e
d

s
in

c
e

th
e

in
te

rf
a
c
e

im
p
le

m
e
n
ta

ti
o

n
a
re

b
e
in

g
s
to

re
d

(a
n

d

b
a
c
k
e
d

u
p
)

o
n

th
e

n
e
tw

o
rk

d
ri
v
e
s
.

W
e

d
id

n
o
te

th
a
t
th

e
o
ld

e
s
t
fi
le

(r
e

la
ti
n
g

to
S

w
if
t
in

te
rf

a
c
e
s
)

re
ta

in
e
d

d
a
te

d
b

a
c
k

to
2
0
1

0
.

T
h
e

la
c
k

o
f
c
le

a
r

g
u

id
a

n
c
e

o
n

re
te

n
ti
o
n

o
f

in
te

rf
a
c
e

d
a

ta
fi
le

s
c
o
u
ld

re
s
u
lt

in
d

a
ta

b
e
in

g
h
e

ld

fo
r

lo
n
g
e
r

th
a
n

is
n

e
c
e
s
s
a
ry

.

W
e

re
c
o
m

m
e
n
d

th
a
t

th
e

re
q
u
ir
e
m

e
n
ts

fo
r

re
ta

in
in

g

in
te

rf
a
c
e

d
a

ta
fi
le

s
a
re

d
e
te

rm
in

e
d
.
O

n
c
e

th
is

is

d
o
n
e

,
a

fo
rm

a
lp

o
lic

y
s
h

o
u
ld

b
e

d
e

ve
lo

p
e
d

a
n
d

im
p
le

m
e
n
te

d
to

e
n
s
u
re

th
a
t

fi
le

s
a
re

o
n
ly

re
ta

in
e
d

fo
r

a
s

lo
n
g

a
s

n
e
c
e
s
s
a
ry

.
T

h
e
re

a
re

lik
e
ly

to
b
e

tw
o

o
p
ti
o
n
s

fo
r

m
a
n
a
g
e
m

e
n
t:

(a
)

T
h
e

fi
le

s
a
re

re
g

a
rd

e
d

a
s

fi
n
a
n
c
ia

l
in

fo
rm

a
tio

n

a
n
d

th
e
re

fo
re

s
h
o

u
ld

b
e

re
ta

in
e
d

fo
r

th
e

s
a
m

e

p
e
ri
o

d
a
s

c
o
re

fi
n

a
n
c
ia

l
in

fo
rm

a
tio

n
(t

yp
ic

a
lly

c
u
rr

e
n
t

ye
a
r

+
6

fu
ll

p
re

vi
o
u

s
ye

a
rs

);
o
r

(b
)

T
h
e

fi
le

s
a
re

o
n

e
-o

ff
in

p
u
ts

a
n
d

c
a

n
b
e

d
e

le
te

d

a
ft

e
r

u
s
e

d
u
e

to
th

e
fa

c
t
th

a
t
th

e
d
a
ta

w
ill

b
e

in

b
o
th

th
e

fe
e

d
e
r

s
ys

te
m

a
n
d

In
te

g
ra

.

T
h
e

S
e
rv

ic
e

w
ill

d
e

te
rm

in
e

th
e

b
u
s
in

e
s
s

n
e
e
d

fo
r

re
ta

in
in

g
th

is
in

fo
rm

a
tio

n
a

n
d

e
n
s
u
re

th
a
t
th

is
is

c
le

a
rl

y
a
rt

ic
u
la
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b
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R
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R
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c
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c
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c
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c
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c
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c
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c
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b
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b
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b
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c
il

w
h
o

h
a

ve
n

o
n

e
e
d

to

s
e
e

th
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b
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c
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c
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c
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e
d
a
ta

a
n
d

th
a
t

o
n
ly

th
e

d
a
ta

re
q
u

ir
e
d

b
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c
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b
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b
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c
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b
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c
h

in
fo

rm
a
tio

n
.

B
y

u
s
in

g
e
m

a
il,

th
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c
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b
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c
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c
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c
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d
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b
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c
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c
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c
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c
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c
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b
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R
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h
e
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p
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c
e
s

o
f

in
v
a
lid

o
r

m
is

s
in

g
G

L

c
o
s
t
c
e
n
tr

e
c
o
d
e
s
.

C
o
rr

e
c
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c
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a
id

o
n

tim
e
.

W
h
e
n

th
e

tr
a
n
s
fe

r
d
a
te

is
re

a
c
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c
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c
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c
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R
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p
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c
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b
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b
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b
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d
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ie
s

a

ri
s
k

th
a
t
th

e
“R

e
s
o

u
rc

e
s

a
re

n
o
t

b
e

in
g

u
s
e
d

e
ff

ic
ie

n
tl
y

a
n

d
e
ff

e
c
tiv

e
ly

d
u

e
to

is
s
u
e
s

b
e

in
g

re
s
o
lv

e
d

re
tr

o
s
p
e
c
ti
ve

ly
.”

M
a
n
a

g
e
m

e
n
t
c
o
m

m
e
n
d

s
ta

ff
fo

r
th

e
ir

d
ili

g
e
n
c
e

a
n
d

h
a
rd

w
o
rk

in
re

s
o
lv

in
g

th
e

va
s
t
m

a
jo

ri
ty

o
f

c
o
d
e

e
rr

o
rs

b
e
fo

re
th

e
th

ir
d

p
ro

c
e
s
s
.

N
o
n
e
th

e
le

s
s
,
d
is

c
u
s
s
io

n
s

w
ith

S
e
rv

ic
e
s

w
ill

b
e

u
n
d
e
rt

a
k
e
n

o
v
e
r

th
e

c
o

u
rs

e
o
f

2
0
1
4

to
e
x
p

lo
re

w
h
a
t
m

ig
h
t
b

e
d

o
n
e

to
im

p
ro

ve
th

e
a
c
c
u
ra

c
y

o
f

G
/L

c
o
d
in

g
in

s
o

u
rc

e
d
o
c
u

m
e
n
ta

tio
n
.

T
o

b
e

a
c
ti

o
n

e
d

b
y
:

E
S

tu
rg

e
o
n

,
C

h
ie

f
E

x
c
h
e
q

u
e
r

O
ff

ic
e
r

N
o

la
te

r
th

a
n

:
D

e
c
e
m

b
e
r

2
0
1
4
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1
6

P
e

rt
h

a
n

d
K

in
ro

ss
C

o
u

n
ci

l
In

te
g

ra
In

te
rf

a
ce

s
s

c
o

tt
-m

o
n

c
ri

e
ff

.c
o

m

5
.

K
e

y
c

o
n

tr
o

l
o

b
je

c
ti

v
e
:

T
h

e
re

a
re

e
ff

e
c
ti

v
e

m
o

n
it

o
ri

n
g

c
o

n
tr

o
ls

in
p

la
c
e

to
c
o

n
fi

rm
th

e
s
u

c
c
e
s
s

o
r

fa
il

u
re

o
f

in
te

rf
a
c
e
s
.

O
b
se

rv
a

tio
n

a
n

d
R

is
k

R
e

co
m

m
e
n

d
a
tio

n
M

a
n

a
g
e

m
e

n
t

R
e

sp
o
n

se

5
.1

C
o

n
tr

o
l

S
h

e
e
ts

T
h
e

m
e
th

o
d
s

o
f

re
c
o
rd

in
g

th
e

a
c
ti
o
n
s

ta
k
e
n

w
ith

th
e

in
te

rf
a
c
e

fi
le

s
in

th
e

F
in

a
n
c
e

S
ys

te
m

s
T

e
a
m

va
ry

a
c
c
o
rd

in
g

to
th

e
s
o

u
rc

e
o
f

e
a
c
h

fi
le

.

It
w

a
s

n
o
te

d
th

a
t
th

e
R

e
s
o

u
rc

e
L
in

k
(p

a
yr

o
ll)

fi
le

s
a
re

a
c
c
o
m

p
a
n
ie

d
b

y
a

c
o
n
tr

o
ls

h
e
e
t

th
a
t

d
e
ta

ils
th

e
n
a
m

e

a
n
d

va
lu

e
o
f

th
e

tr
a
n
s
fe

rr
e
d

fi
le

s
.

T
h
is

c
o
n
tr

o
ls

h
e
e

t

a
ls

o
re

q
u
ir
e
s

th
a
t
s
ta

ff
p
ro

ce
s
s
in

g
th

e
fi
le

re
c
o
rd

th
e

ir

in
it
ia

ls
o
n

th
e

s
h
e
e
t

fo
r

e
a
c
h

s
ta

g
e

o
f

th
e

p
ro

c
e
s
s
.

T
h
e

c
o
n
tr

o
ls

h
e

e
t

in
fo

rm
s

th
e

p
ro

c
e
s
s

b
y

p
ro

v
id

in
g

a

c
le

a
r

a
u

d
it

tr
a
il

o
f

w
h

o
c
o
m

p
le

te
d

e
a
c
h

s
ta

g
e

o
f

th
e

u
p
lo

a
d

p
ro

c
e
s
s

a
n
d

c
o
n
fi
rm

s
th

a
t
ta

s
k

h
a
s

b
e
e
n

c
o
m

p
le

te
d
.

W
h
ile

it
is

a
c
k
n
o
w

le
d

g
e

d
th

a
t
th

e
in

te
rf

a
c
e
s

h
a

ve

d
if
fe

re
n
t
re

q
u

ir
e
m

e
n
ts

(p
ro

c
e
s
s
e
s

va
ry

a
c
c
o
rd

in
g

to

th
e

p
a
rt

ic
u

la
r

le
d
g

e
r

b
e

in
g

u
p
d
a

te
d
),

th
is

is
n
o
t

re
p
lic

a
te

d
a
c
ro

s
s

a
ll

in
te

rf
a
c
e
s
.

T
h
e
re

is
a

ri
s
k

th
a
t,

w
it
h
o

u
t

th
e

c
o
n

tr
o
ls

h
e
e
t,

it
m

a
y

n
o
t
a

lw
a

ys
b

e
c
le

a
r

w
h
a

t
a

c
tio

n
s

h
a
v
e

b
e

e
n

ta
k
e
n

a
n
d

b
y

w
h
o
m

a
n
d

th
a
t
e

a
c
h

w
e

e
k
’s

p
ro

c
e
s
s
in

g
w

a
s

c
a
rr

ie
d

o
u
t.

W
e

re
c
o
m

m
e
n
d
e
d
,

a
s

g
o
o

d
p
ra

c
tic

e
,

th
a

t

c
o
n
tr

o
ls

h
e
e
ts

a
re

in
tr

o
d
u
c
e
d

fo
r

a
ll

in
te

rf
a
c
e
s

w
ith

In
te

g
ra

.
C

o
n
s
id

e
ra

ti
o

n
s
h
o
u
ld

b
e

g
iv

e
n

to

m
o
d
if
yi

n
g

th
e

c
u
rr

e
n
t
fo

rm
u
s
e
d

fo
r

P
a

yr
o

ll
b
u
t

e
n
s
u
ri
n

g
th

a
t
th

is
in

c
lu

d
e
s

th
e

n
a
m

e
s

o
f
fi
le

s

re
c
e
iv

e
d

a
n
d

p
ro

c
e
s
s
e
d

a
s

w
e
ll

a
s

c
o
n
tr

o
l

to
ta

ls
.

S
ta

ff
s
h
o
u
ld

a
ls

o
in

it
ia

l
th

e
fo

rm
to

c
o
n
fi
rm

th
e

va
ri

o
u
s

s
ta

g
e
s

o
f

th
e

p
ro

c
e
s
s

h
a

ve

b
e
e
n

c
o
m

p
le

te
d
.

M
a
n
a

g
e
m

e
n
t
h
a

ve
in

tr
o
d
u
c
e
d

c
o
n
tr

o
ls

h
e
e
ts

fo
r

a
ll

in
te

rf
a
c
e

fi
le

s
fr

o
m

J
u
ly

2
0
1
4

T
o

b
e

a
c
ti

o
n

e
d

b
y
:

A
C

ra
ig

,
S

e
n
io

r
S

ys
te

m
s

D
e
v
e
lo

p
m

e
n
t
O

ff
ic

e
r

N
o

la
te

r
th

a
n

:
J
u

ly
2
0

1
4

-
C

o
m

p
le

te
d

P
ri

o
ri

ty
2
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s
c

o
tt

-m
o

n
c

ri
e

ff
.c

o
m

P
e

rt
h

a
n

d
K

in
ro

ss
C

o
u

n
ci

l
In

te
g

ra
In

te
rf

a
ce

s
1
7

6
.

K
e

y
c

o
n

tr
o

l
o

b
je

c
ti

v
e
:

T
h

e
re

a
re

e
ff

e
c
ti

v
e

c
o

n
tr

o
ls

o
v
e
r

c
re

a
ti

o
n

o
f

o
r

c
h

a
n

g
e
s

to
in

te
rf

a
c
e
s

w
it

h
In

te
g

ra
.

W
e

h
a
v

e
fo

u
n

d
n

o
s
ig

n
if

ic
a
n

t
is

s
u

e
s

in
re

la
ti

o
n

to
th

is
c
o

n
tr

o
l
o

b
je

c
ti

v
e
.

W
e

n
o
te

d
th

a
t
c
h
a

n
g
e
s

to
th

e
in

-s
c
o
p
e

a
p
p

lic
a
ti
o
n
s

a
re

lim
ite

d
to

g
e
n

e
ra

l
u
p
d

a
te

s
re

c
e
iv

e
d

fr
o
m

th
e

re
s
p
e
c
tiv

e
v
e
n
d

o
r.

W
e

n
o
te

d
th

a
t
s
u
c
h

u
p

d
a
te

s
h
a

ve
to

fo
llo

w
a

fo
rm

a
lc

o
n
tr

o
lp

ro
c
e
s
s
.
W

e
re

vi
e

w
e

d
d

o
c
u
m

e
n
ta

ti
o
n

w
h
ic

h
e

vi
d

e
n
c
e

d
th

a
t
c
h
a
n

g
e
s

w
e
re

s
u
b
je

c
t
to

fo
rm

a
lr

e
vi

e
w

,
ri
s
k

a
n
d

im
p
a
c
t
a
s
s
e
s
sm

e
n
t
a
n
d

a
p
p
ro

va
lb

e
fo

re
b
e

in
g

re
le

a
s
e
d

to
th

e
liv

e
e
n

vi
ro

n
m

e
n
t.

7
.

K
e

y
c

o
n

tr
o

l
o

b
je

c
ti

v
e
:

A
ll

c
h

a
n

g
e
s

to
in

te
rf

a
c
e
s

a
re

s
u

b
je

c
t

to
a
p

p
ro

p
ri

a
te

te
s
ti

n
g

b
e
fo

re
b

e
c
o

m
in

g
o

p
e
ra

ti
o

n
a
l.

W
e

h
a
v

e
fo

u
n

d
n

o
s
ig

n
if

ic
a
n

t
is

s
u

e
s

in
re

la
ti

o
n

to
th

is
c
o

n
tr

o
l
o

b
je

c
ti

v
e
.

W
e

id
e
n
tif

ie
d

th
a
t
th

e
re

is
fo

rm
a
lu

s
e
r

a
c
c
e
p
ta

n
c
e

te
s
ti
n
g

p
e
rf

o
rm

e
d

w
h

e
re

th
e
re

is
a

c
h
a
n
g

e
to

th
e

a
p

p
lic

a
ti
o

n
.
W

e
a
ls

o
id

e
n

tif
ie

d
th

a
t,

w
h
e
re

re
le

va
n
t,

th
e

te
s
ti
n
g

in
c
lu

d
e
s

in
te

rf
a
c
e
s
.
W

e
a
ls

o
n
o
te

d
th

a
t

u
s
e
r

a
c
c
e
p
ta

n
c
e

te
s
tin

g
is

d
o
c
u
m

e
n
te

d
w

ith
e
a
c
h

n
o
te

d
a
s

h
a
v
in

g
p
a

s
s
e
d

o
r

fa
ile

d
.
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